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Executive summary 

The sale and distribution of insurance products have evolved from traditional tied agents and brokerage models 

to independent agents and financial advisory models, and in recent years, online distribution and robo-advisory 

models. 

 
Commission-sharing arrangements and fee models are also becoming more creative. On the other hand, 

insurers and intermediaries are also facing clients who are increasingly becoming more sophisticated and being 

exposed to a wide variety of choices. 

 
This guide aims to give an overview of the regulations and issues specific to each jurisdiction that would need to 

be considered in the sale, distribution and advisory chain, from the appointment of intermediaries to the 

standard of conducts and disclosure requirements; payment and receipt of commissions and fees; allocation of 

liabilities between insurers and intermediaries and ownership; and sharing of client data. As we move into the 

phase of digital revolution in the financial industry, this guide also seeks to highlight how both traditional and 

new rules would apply to less traditional distribution models. 
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Intermediaries and qualifications 
What are the different types of insurance intermediaries in the market, and do they need to hold any licenses and minimum 
qualification to conduct business? 

 

 

China Currently, there are three categories of insurance intermediaries in China: (1) insurance agents; (2) insurance brokers (also referred 
to as insurance brokerage institutions); and (3) insurance assessment institutions. 

Insurance agents include the following: 

a) Individual insurance agents 

b) Institutional insurance agents 

Individual insurance agents can only provide agency services for a limited range of insurance products. Meanwhile, institutional 
insurance agents have two categories: (i) professional insurance agents; and (ii) side-line insurance agents (e.g., commercial banks 
and travel agents that sell insurances to their respective customers in their main line of business). For this guide, the response to all 
questions relating to insurance agents may not be applicable to individual insurance agents. 

Each category of insurance intermediaries must meet specific qualification requirements. Professional institutional insurance agents 
need an Insurance Agency Business Operation License from the National Financial Regulatory Administration (NFRA, formerly the 
China Banking and Insurance Regulatory Commission (CBIRC)). Side-line institutional insurance agents must have a Side-line 
Insurance Agency License also from the NFRA. Insurance brokers must obtain an Insurance Brokerage Business Operation License 
from the NFRA. Insurance assessment institutions were previously required to obtain an Insurance Assessment Business Operation 
License from the CBIRC, but they now only need to file a recordal of their insurance assessment business with the NFRA or its local 
counterparts instead of obtaining a license issued by NFRA. 

 

Hong Kong Insurance intermediaries in Hong Kong are categorized as either insurance agents or insurance brokers. There are five types of 
licenses: insurance agency license; individual insurance agent license; technical representative (agent) license; insurance broker 
company license; and technical representative (broker) license. 

All insurance intermediaries must be licensed by the Insurance Authority and satisfy the “Guideline on “Fit and Proper” Criteria for 
Licensed Insurance Intermediaries under the Insurance Ordinance (Cap 41)” (GL23) issued by the Insurance Authority. 

 

Indonesia Third-party intermediaries include insurance brokers and agents. Insurance brokerage companies must obtain a business license 
from the Financial Services Authority (OJK). Insurance brokers must be registered with the OJK, and insurance agents must be 
certified and registered with the OJK. Additionally, prevailing regulations require that agency agreements be reported. 
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Japan Insurance intermediaries in Japan are broadly classified as insurance agents (persons or companies acting on behalf of a specific 
insurance company) and insurance brokers (persons or companies not acting on behalf of any insurance company). Insurance 
agents and insurance brokers both need to be registered with the Financial Services Agency (FSA). The FSA may reject a 
registration for reasons such as insolvency or a criminal record. 

 

Malaysia Third-party intermediaries include insurance brokers, insurance agents (which also includes bancassurance partners) and financial 
advisers. 

An insurance agent does not require a license or approval under the Financial Services Act 2013 (“FSA”), but they must be 
registered with the Persatuan Insurans Am Malaysia (PIAM) for general insurance, and with the Life Insurance Association of 
Malaysia (LIAM) for life insurance. The FSA also provides that any person carrying out an insurance broking business or financial 
advisory business must be approved by Bank Negara Malaysia (BNM) (i.e., the Central Bank of Malaysia). 

 

Philippines Third-party intermediaries who assist in the solicitation or procurement of admitted insurance products include insurance brokers, 
insurance agents, general agents, and insurance aggregators licensed by the Insurance Commission (IC). A person (such as an 
individual, partnership or corporation) must apply with the IC for a license as an insurance broker, agent or aggregator, and pay the 
corresponding application fees. 

An insurance broker must comply with the minimum paid-up capital requirement of PHP 20 million for an insurance broker, or PHP 
50 million for both an insurance and reinsurance broker. A brokerage company must also have a qualified and approved soliciting 
official. 

On the other hand, an insurance agent must be a resident of the Philippines and pass a qualifying examination conducted by the IC. 
An insurance agent license issued to an entity authorizes only the individuals named in its IC license. A licensed life insurance agent 
can represent only one life insurance company, and in the case of a transfer from one life insurance company to another, the agent 
must submit an application to the IC. A licensed non-life insurance agent can represent up to seven non-life companies. 

A general agent must also be a resident of the Philippines and pass a qualifying examination conducted by the IC. A licensed general 
agent cannot represent more than one life insurance company and/or more than one non-life insurance company. However, the 
limitation on the number of non-life insurance companies a general agent can represent may be dispensed with if the general agent 
operates, maintains and sells Compulsory Third Party Liability insurance exclusively through an Online Sales Platform. 

An insurance aggregator is a juridical entity and must be duly registered with the Securities and Exchange Commission and the 
Bureau of Internal Revenue. Application requirements include a copy of the business model and system framework or module of 
operations and aggregation agreement with insurance companies. Insurance aggregators must have an agreement with insurance 
companies for the online aggregation of insurance products. 

An insurance broker/agent/aggregator license must be renewed every three years. An insurance broker/agent license must be 
renewed also every three years. 
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Singapore Third-party intermediaries in the market include tied agents who distribute insurance products for insurers that they represent, 
insurance brokers who source insurance products for insureds or policyholders, independent financial advisers who both arrange 
insurance and provide financial advisory services, and banks that enter into bancassurance with selected insurers/financial advisers 
to distribute the insurers’ products. 

Entities that distribute or provide advice concerning life products (whether acting on behalf of insurers or policyholders) 
must hold a financial adviser’s license or, if eligible, be registered with the Monetary Authority of Singapore (MAS) as an 
exempt financial adviser under the Financial Advisers Act (FAA). Insurance brokers (entities) who arrange general and 
long-term accident and health policies for policyholders will need to be registered as an insurance broker with the MAS 
under the Insurance Act (IA), or if eligible, be registered as an exempt insurance broker. Insurance agents (both individuals 
and entities) who only arrange general insurance products on behalf of insurers do not need a license, but they must be 
registered with the Agent’s Registration Board of the General Insurance Association of Singapore (GIA). 

The Life Insurance Association of Singapore (LIAS) and the GIA also issue codes of conduct and guidelines to regulate the conduct 
of their insurance intermediary members. 

Individual representatives (e.g., individual insurance agents, broking staff and/or representatives of financial advisers) who are 
involved in the sale or advice of insurance products will generally be subject to minimum qualifications (including fit and proper 
requirements) and exam requirements depending on the types of insurance involved. 

 

Taiwan Insurance intermediaries under Taiwanese laws include insurance brokers and insurance agents. Individual insurance brokers and 
insurance agents should obtain licenses by passing their respective exams. Insurance broker companies and insurance agent 
companies, as well as banks that would like to conduct insurance broker or agent business, should obtain licenses issued by the 
Insurance Bureau of the Financial Supervisory Commission (IB). 

 

Thailand Insurance intermediaries in Thailand can be classified into agents and brokers. Both types must be licensed by the Office of 
Insurance Commission (OIC) and are required to take an exam. An insurance agent must be an individual who is domiciled in 
Thailand, while an insurance broker can be either an individual or a corporate entity (including banks). Typically, an insurance agent 
must represent only one insurance company. Meanwhile, an insurance agent may represent another insurance company as long as 
it has consent from the insurance company it is already representing. 

 

Vietnam There are two categories of insurance intermediaries in Vietnam: (i) Insurance broker; and (ii) Insurance agents/agencies.  

a. An insurance broker provides its brokerage services at the request of its clients being policyholders, except in cases where an 
insurance broker is authorized by the insurer to collect premiums, pay insurance proceeds or settle indemnification (but in this 
case, the insurance broker is not permitted to receive any remuneration from the insurer for the broker’s performance of the 
authorized activities). The insurance brokers are licensed under the procedure conducted by the MOF under the Law on 
Insurance Business. The insurance broker must meet the following requirements: 
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  ▪ Contributed charter capital must not be less than the legal capital prescribed under the laws, in particular: 

(i) for insurance broker licensed before 01 January 2023: (x) for the period before 1 January 2028: (A) VND 4 billion 
(approximately USD 175,000) for a broker that conducts either insurance brokerage services or reinsurance brokerage 
services; and (B) VND 8 billion (USD 350,000) for a broker that conducts both insurance brokerage services and 
reinsurance brokerage services; (y) for the period from 1 January 2028: VND 5 billion (approximately USD 140,000) 
and VND 10 billion (approximately USD 280,000) respectively; and 

(ii) for insurance broker licensed from 01 January 2023, the legal capital of an insurance broker is VND 5 billion 
(approximately USD 140,000) for conducting either insurance brokerage services or reinsurance brokerage services; 
and VND 10 billion (approximately USD 280,000) for conducting both insurance brokerage services and reinsurance 
brokerage services. 

▪ The broker’s corporate form and charter must comply with regulations under Vietnamese insurance business law and other 
relevant laws. The broker’s managers/executive officers must meet the criteria and qualifications required by Vietnamese 
insurance business laws. 

b. An insurance agency provides the introduction, offering and sale of insurance products, arrangement for the conclusion of 
insurance contracts and other activities aiming to perform the insurance contracts under authorization of insurers. The laws 
provide for certain requirements and conditions for the conduct of insurance agency activities, as follows: 

▪ Individual agents must be Vietnamese citizens who are 18 age or above and reside in Vietnam, and they must be granted 
with an insurance agency certificate.  

▪ The organizational agency’s corporate form must comply with the relevant regulations, and they must be licensed for their 

insurance agency services under their licenses (i.e., by the State Bank of Vietnam (SBV) if the organizational agency is a 
bank or a foreign bank branch, and by the relevant provincial-level Department of Finance (previously, Department of 
Planning and Investment) for other types of companies). The employees of the organizational agency must satisfy the above 
requirement applicable to individual agents 
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Is it mandatory for insurers to offer customers the option of purchasing insurance products directly from them without going through 
financial advisers or intermediaries? 

 

 

China There is no mandatory requirement in China. 

 

Hong Kong Certain insurance products may be distributed directly by insurers to customers through digital channels, bypassing licensed 
intermediaries (e.g., digital insurers distribute their products entirely online and do not have licensed intermediaries). However, the 
scope of these products is limited. 

 

Indonesia No. It is not mandatory for insurers to offer customers the option to purchase insurance products directly from them without going 
through financial advisers or intermediaries. 

 

Japan No. There are no specific rules in this regard. 

 

Malaysia Yes. It is mandatory for licensed life insurers to offer standalone life insurance products with no commission through at least one 
direct distribution channel, that is, through either: (a) the head office and branch premises of the insurer; or (b) an online platform 
(whether developed as the insurer’s proprietary system or outsourced) where consumers deal directly with the life insurer without the 
involvement of intermediaries (e.g., by way of direct mailing, telemarketing or online distribution) (“Direct Distribution 
Requirement”). 

Insurers offering critical illness or medical and health products must comply with the Direct Distribution Requirement from 1 July 
2018. 

It is also mandatory for licensed general insurers to at least offer motor insurance through online direct distribution channels 
accompanied by a customer service channel. 

 

Philippines There is no law or regulation requiring insurers to offer customers the option to purchase insurance products directly from them 
without going through financial advisers or intermediaries. 
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Singapore Yes, the MAS requires all licensed direct life insurers in Singapore serving the retail market to manufacture and offer simple-term and 
whole life insurance products with total and permanent disability coverage and optional critical illness rider that customers can buy 
directly from the life insurers, unless it does not offer the specific product line in Singapore to any individual. The prescribed 
standardized features are set out in detail under MAS Notice 321 on Direct Purchase Insurance Products. However, these products 
are generally a relatively small subset of products offered by life insurers in Singapore. In practice, most life and long-term accident 
and health policies can only be purchased through intermediaries in Singapore. 

While these direct purchase insurance products are generally meant to be sold without financial advice, it is possible for financial 
advisers to distribute these direct purchase insurance products alone and/or alongside the provision of financial advice. However, no 
commissions or distribution expenses are payable and subject to certain safeguards, as set out in FAA-N19 Notice on the Distribution 
of Direct Purchase Insurance Products. 

Additional guidelines apply for the online distribution of direct purchase insurance products without the provision of advice for both 

direct life insurers and financial advisers, including ensuring that equivalent direct purchase insurance products are made available 
on the online direct channel before offering a specific life policy online. Please see our responses to questions 11 and 12 below. 

 

Taiwan No. Insurers are not required to offer customers the option to purchase insurance products directly from the insurer. 

 

Thailand No. Insurers are not required to offer customers the option to purchase insurance products directly from the insurer. 

 

Vietnam No. Vietnamese insurance law generally allows insurers to sell their products through any of the following methods: (a) direct sales 
to customers; (b) insurance intermediaries; (c) bidding; (d) e-transactions; or (e) other lawful forms. 
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Do agreements between insurers and their distributors (including appointed agents, brokers or banks) need to take a certain form? 
 

 

China As a general principle, insurers and their appointed agents should enter into written agency agreements stipulating the parties’ 
respective rights and obligations. There is no specific requirement on the exact form that these agreements should take. 

 

Hong Kong There is no prescribed or mandatory format on distribution agreements under the law. 

 

Indonesia Yes, there should be written agreements between insurers and their distribution partners. Each type of distribution partner has 
different formatting requirements. If there is any inconsistency between the Indonesian language and the English language in any 
insurance distribution agreement, the Indonesian language must prevail. 

 

Japan No. There are no specific rules in this regard. 

 

Malaysia There should be written agreements between insurers and their agents, but we are not aware of any prescribed form by PIAM and 
LIAM with regard to such agency agreements. 

 

Philippines There is no prescribed form for the written agreement between an insurer and an insurance agent/insurance broker. However, if an 
insurance agent is a general agent (i.e., an insurance agent who, aside from soliciting and obtaining insurance on behalf of an 
insurer, is empowered to conduct other business on behalf of an insurer), then a general agency agreement must specify the terms 
and conditions upon which the general agent may perform acts and conduct business on behalf of the insurer. 

 

Singapore Agreements with GIA-registered insurance agents should follow the form of the written agency agreement prescribed by the GIA 
(although customization is permitted). Other than this, there is generally no specific requirement with respect to the forms of 
agreement between insurers and intermediaries, beyond that insurance agents must enter into a written agreement with their insurer, 
authorizing the insurance agent to arrange the relevant contract or class of contracts of insurance. In practice, terms relating to the 
appointment of any distributors or agents, remuneration, ownership of and rights to client information, and allocation of liabilities and 
indemnities arising from any mis-selling or other misconduct should be set out clearly in the agreement. 

 

Taiwan Most local insurers use the insurance agency agreement template promulgated by the Insurance Agency Association of Taiwan 
(ROC) and recognized by the IB. For cooperation with insurance brokers, the insurers generally use the Cooperation and Promotion 
Agreement template promulgated by the Non-Life Insurance Association and Life Insurance Association and recognized by the IB. 
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Thailand No. 

 

Vietnam No. Generally, however, there should be written agreements between insurers and their appointed agents. The Law on Insurance 
Business of Vietnam requires that agreements between insurers and their agents include the following contents: 

▪ Name and address of the insurance agent 

▪ Name and address of the insurer 

▪ Rights and obligations of both the insurer and insurance agent 

▪ Contents and scope of operation of the insurance agent 

▪ Insurance agency commission 

▪ Term of the contract 

▪ Principles for settlement of disputes 
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Can insurers pay volume-based commission to their distributors (including appointed agents, brokers and banks)? 
 

 

China Yes. Insurers can pay their appointed agents volume-based commission. The PRC law generally allows parties to negotiate and 
determine the commission amount. 

 

Hong Kong The commissions offered by an insurer should not provide any incentive or opportunity for the intermediaries to engage in fraudulent 
or deceptive activities, and the remuneration structure should not create misaligned incentives for the intermediaries to engage in 
mis-selling, aggressive selling, fraudulent acts or money-laundering activities. Insurers should consider these principles when 
designing their remuneration structure. Specifically, insurance brokers should not be offered volume-based commissions. 

 

Indonesia There is no prohibition on paying sales-based commissions to appointed agents. However, there are limits under OJK Circular Letter 
No. 6/SEOJK.05/2017: (1) for property insurance, a maximum of 15% of the premium tariff or contribution (exclusive of VAT); and (2) 
for motor vehicle insurance, a maximum of 25% of the premium tariff or contribution (exclusive of VAT). 

 

Japan There is no mandatory prohibition on paying sales-based commissions to insurance agents. However, when insurance companies 
entrust insurance solicitation to banks, the commission must be set at a reasonable level from the standpoint of ensuring the sound 
management of insurance companies and fairness of insurance solicitation by banks. 

 

Malaysia There is no overarching prohibition on insurers paying volume-based commission to agents. However, this is subject to the overall 

limit on commission payable by insurance companies to their appointed agents, as prescribed by BNM. 

For general insurance, insurers can pay profit commissions of up to 10% of the average underwriting profit for the past three 
consecutive financial years. These commissions may only be paid after the third year of the agent’s service. Profit commissions 
cannot be paid to bancassurance partners. 

For life insurance, insurers can pay a production and persistency bonus on an individual policy bonus over and above the maximum 
commission limits, subject to certain caps. However, BNM has set out a roadmap for the deregulation of operating cost control limits 
(as well as the removal of limits on commissions payable to agents) that will be implemented over 2018 and 2019 for life insurers. As 
part of the deregulation of operating cost control limits, life insurers are required to incorporate, in their remuneration policy for 
intermediaries, the balanced score card (BSC) framework that links intermediaries’ remuneration to the quality of service. 

 

Philippines Insurance laws and regulations allow insurers to pay volume-based commission to their appointed agents. Insurance regulations 
state that insurers may pay commission or other forms of compensation to insurance agents, on the condition that the insurance 
agents place with the insurers an equal amount of outside business for the duration of the license. 
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Singapore Different rules govern the payment of commissions and other remuneration to appointed insurance intermediaries, depending on the 
types of products and intermediaries involved. 

Generally, direct life insurers and licensed financial advisers can offer sales or volume-based incentives to their own representatives 
for the sale of insurance products, subject to tier-structure requirements that aim to align the interests of these representatives with 
those of clients. Financial advisers are subject to additional remuneration framework requirements (“Balanced Scorecard 
Framework”) and an independent and distinct sales audit. 

Licensed life insurers in Singapore are prohibited from paying, and financial advisers are prohibited from requesting or accepting, 
sales or volume-based commissions and other remuneration for the provision of financial advice to retail investors with respect to life 
policies, unless it meets certain criteria. For example, for regular premium life policies, insurers are required to pay out commissions 
over a minimum period of six years, with commissions paid in the first year capped at 55% of the total commissions agreed. For 
direct life insurers that are LIAS members, this is extended to, among others, the prohibition against non-monetary incentives and 
communication of incentive structures. This is to ensure that financial advisers have complete oversight and control over their own 
representatives. 

For non-profit commissions, insurers are also prohibited from paying insurance brokers (that arrange general or long-term accident 
and health policies on behalf of insureds) fixed or variable sales commission based solely on all or any of the following: (a) the 
number of contracts arranged; (b) total premiums paid that are payable; and (c) total sums insured. 

In addition to the specific rules (some of which are illustrated above), insurers and financial advisers should, when determining the 
commission and remuneration terms for their appointed agents and other intermediaries, abide by general principles such as 
upholding fair practices and standards of conduct, adequately managing conflicts or misalignment of interests, and avoiding any 
conduct that may be construed as fraudulent or deceptive. 

The MAS is also currently considering proposals to introduce new requirements relating to remuneration and tier structure 
refinement. 

In particular, the MAS plans to prohibit direct payment of volume-based commissions by insurers to individual representatives of 
financial advisors and to require all financial advisers to operate a tier structure of no more than three tiers. 

 

Taiwan Yes. Commission can be paid based on the volume of the insurance policies sold by the brokers or agents, provided that the 
calculation of commission be reasonable and the amount of commission is subject to the product loading cap and the restrictions set 
forth in the self-disciplined rules promulgated by the Life Insurance Association and the Non-Life Insurance Association. 

 

Thailand Yes. However, there is a limit prescribed by law for both life and non-life insurance. In general, the first year’s commission of a life 
insurance agent/broker should not exceed 40% of the first-year premium. The commission for a non-life insurance agent/broker is 
generally capped at 18% of the premiums received for the sale. 
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Vietnam Yes. There is no overarching prohibition on paying sales-based commissions to appointed agents. However, the following limitations 
apply: 

a. Agents’ commissions: Insurers must pay agents commission at a maximum rate calculated according to the received insurance 
premium of each insurance contract. The maximum rate of commission varies depending on the types/classes of products 
involved. 

▪ For non-life insurance, the maximum commission is 5% for compulsory fire and explosion insurance, 20% for motor owner’s 
civil liability insurance, 10% for voluntary fire and explosion insurance, and 0.5% for aviation insurance. 

▪ For life insurance, the commission may vary throughout the term of the policy. In the case of individual term life insurance, 
for instance, the commission should not exceed 40% of the first year’s premium, 20% of the second year’s premium, and 
15% of the premium for succeeding years. For group life insurance policies, the maximum commission rate is half of the 
corresponding rate applicable to life insurance provided to individuals. 

▪ For health insurance, the maximum rate of commission is 20%.  

b. Brokers’ commissions: The maximum rate of the brokerage commission of each insurance operation/class under each insurance 

policy contract is 15%. This rate is calculated based on the amount of premiums as actually collected by insurers. 
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Are insurers liable for any mis-selling of its agents or appointed distributors (including appointed agents, brokers and banks)? 
 

 

China Yes. Insurers would be held liable if these agents or appointed distributors act under the insurers’ authorization. In addition, if an 
agent or appointed distributor signs a contract on behalf of an insurer without the insurer’s authorization, beyond the insurer’s 
authorization, or after the termination of the insurer’s authorization, and the applicant has good reasons to believe that the agent or 
appointed distributor has been duly authorized by the insurer, the act of this agency would be deemed effective. However, the insurer 
may take remedial actions against, and seek indemnification from, this breaching agent or appointed distributor in accordance with 
the law. 

 

Hong Kong Yes. In principle, an insurance company will be liable for mis-selling of an agent who is acting on behalf of the insurance company. On the 
other hand, a broker is the agent, and acts on behalf, of its clients, thus an insurance company should not be liable for mis-selling of the 
broker. Having said that, if the mis-selling is caused by or attributable to the insurance company (e.g. incorrect or inadequate 
information provided by the insurance company), the insurance company may be held responsible. 

 

Indonesia Yes. Generally, insurance companies are liable for mis-selling by their insurance agents. 

 

Japan Yes. An insurer will be liable for any damage caused by its insurance agent in relation to its insurance solicitation. If the insurer uses 
due care in appointing or employing the insurance agent and has made reasonable efforts in relation to insurance solicitation by the 
agent to prevent damage caused to the customers, the insurer will not be liable for the damage. 

 

Malaysia Yes. Under the FSA, a statement made or an act done by the insurance agent will be deemed to be a statement made or an act 
done by the insurer. 

 

Philippines The IC has guidelines for selling life and non-life insurance products that insurers must follow. For instance, the IC has adopted the 
Market Conduct Guidelines for the guidance, compliance and implementation of all life insurers and their agents doing business in 
the Philippines. Noncompliant companies, officers or agents will be subject to discretionary sanctions provided under the Insurance 
Code and imposed by the IC. 

Moreover, under the principal-agent principle in Philippine law, a principal is liable to third parties for the acts of its agent. However, 
the written agreement between the insurer and its agents may provide that the agent will indemnify the principal in cases of liability to 
third parties due to the agent’s acts. Under Philippine law, an agent must act in accordance with the instructions of the principal and 
answer for damages that the principal may suffer due to the agent’s fraud, negligence or non-performance. 
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Singapore Insurers may potentially ring-fence some liabilities arising from any mis-selling of its agents or appointed distributors by seeking 
appropriate protections (such as the limitation on authorities, exclusion of liabilities or indemnities) in the contract with agents or 
distributors, and ensuring that the appointed agents or distributors are not seen as an “agent” of the insurer in the legal sense. 

However, insurers may be separately liable for failing to comply with any related regulatory or compliance requirements, such as 
where an insurer has failed to discharge its obligations in ensuring that the appointed agents’ or distributors’ staff are duly registered 
or licensed or possess the relevant minimum qualifications. Therefore, it is important for insurers to conduct appropriate due 
diligence on their appointed agents and distributors, and to incorporate appropriate safeguards in the agreements. 

 

Taiwan Yes. In principle, an insurer will be jointly liable for any misconduct of its agent. If the insurer compensates the customer for 
any loss resulting from any misconduct of the agent, the insurer can claim against the agent for reimbursement. Additionally, 
insurers should ensure their agents or brokers comply with the Regulations Governing Business Solicitation, Policy 
Underwriting and Claim Adjusting of Insurance Enterprises that prohibit the mis-selling of the insurance agents and the brokers 
that have business cooperation with the insurers. As such, an insurer may be separately liable for its agent or brokers’ mis-
selling because of the non-compliance of the solicitation staff during the process of solicitation, underwriting and claims 
process.  

 

Thailand Yes. In principle, an insurance company will be jointly liable with its insurance agent for damages that the agent causes when acting 
for the insurance company. 

 

Vietnam Yes. Under the Law on Insurance Business of Vietnam, when an insurance agent breaches the insurance agency contracts, and this 
breach (that can include mis-selling) causes damage to the legitimate rights and interests of the insured, the insurer must take 
responsibility for the breach. Accordingly, the agent shall indemnify insurers for the amounts that the insurer has paid to the insured 
relating to the breach by the agent. 
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Intermediaries and their customers 
 

Are there rules on the number of insurers that insurance brokers need to present to their customers? 
 

 

China If the client has not specified an insurer, the insurance brokers need to recommend at least two insurers to their customers to 

choose from and objectively introduce, analyse and compare their qualifications, solvency, service quality, timeliness of claims, etc., 
provide professional advice to the customers and have the customers sign to confirm the selection result. 

 

Hong Kong A licensed insurance broker should source a sufficient range of available insurance products, suitable to its customer’s 
circumstances, from a sufficient range of different insurers before recommending an insurance product to a customer. A licensed 
insurance broker should not prejudice its customer’s selection of insurers by being unreasonably dependent on any particular 
insurer. The range of insurance products and insurers (considered “sufficient” for this purpose) will depend on the type of insurance 
product being sourced and the extent to which it is available in the insurance market. 

 

Indonesia There are no rules on the number of insurers that insurance brokers need to present to their customers. Banks, however, must offer 
at least three products if credit-linked. 

 

Japan There are no specific rules in this regard. 

 

Malaysia There are no specific rules in this regard. 

 

Philippines There are no laws or regulations providing for rules on the number of insurers that insurance brokers need to present to their 
customers. An insurance broker is expected to give independent advice about what insurance products are available from different 
insurers. 

 

Singapore There are no specific minimum requirements. However, insurance brokers and financial advisers who source insurance products for 

potential policyholders or insureds would be subject to various conduct of business rules, including ensuring fairness and 
reasonableness, acting in the best interest of the client, and where applicable, ensuring the reasonableness or suitability of products 
offered or recommended to the clients. 

Effectively, insurance brokers and financial advisers who act for prospective policyholders or insureds should offer an appropriate 
comparison of products and/or product providers. 
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Taiwan No. There is no regulation governing the number of insurers that insurance brokers need to present to their customers. However, if a 
bank is a licensed insurance broker, it should also not ask its customers to purchase insurance (such as mortgage life insurance ) as 
a condition for approving mortgage loans. 

 

Thailand There are none. However, banks acting as insurance brokers should not force customers to purchase insurance from them or from a 
specific insurance company. Banks should also not force customers to purchase insurance from a specific insurer as a condition for 
approving loans and should allow customers to purchase insurance from any insurance company or through any broker. 

 

Vietnam No. Vietnamese laws do not provide for the number of insurers that insurance brokers need to present to their customers. 

However, Vietnamese business insurance laws provide for certain prohibited acts in the insurance brokerage business. For 
example, the law prohibits an insurance broker from advising clients on buying insurance from an insurer whose products’ terms and 
conditions are less competitive than those of another insurer to gain a higher brokerage commission. 
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Can insurance brokers receive commission from both insurers and their customers? If so, can it be volume-based commission? 
 

 

China Insurance brokers may receive commission from both insurers and their customers at the same time, pursuant to the contracts 
concluded by them. The amount of the commission can be negotiated and agreed upon by the relevant parties, so it can be volume- 
based. Insurance brokers are required, upon the customer’s request, to explain to their customers the mechanism and percentage 
for commission payments.  

 

Hong Kong It is market practice that insurance brokers receive commission from the insurer, provided that certain disclosure requirements (if 
applicable) are satisfied. However, insurer should not offer volume-based commissions to brokers as it may affect their 
independence. Insurance brokers may also receive a service fee from the customer, as they are engaged by the customer. 

 

Indonesia Insurance brokers may receive fees from both insurers and customers, but the commission paid by insurers are subject to the 
limitations described in question 4. 

 

Japan Insurance brokers may not receive insurance brokerage commissions from customers and can only receive such from insurers. It is 
possible for insurance brokers to receive sales-based commissions from insurers. If requested by customers, insurance brokers 
need to disclose the commissions they receive in relation to insurance brokerage. 

 

Malaysia There is no statutory restriction on insurance brokers receiving commission from both insurers and their customers. 

For general insurance, commissions paid by insurers will be subject to the overall limit on commissions prescribed by BNM. For 
general insurance, profit commissions are not payable to brokers. 

For life insurance, insurers will need to implement the BSC framework (as previously explained in question 4) for brokers from 1 
January 2018. 

 

Philippines No law or regulation prohibits brokers from receiving commission (or other forms of incentive) from both insurers and customers. 
However, it is recommended that brokers have appropriate processes and controls in place to address conflicts of interest arising 
from the arrangement. A volume-based commission arrangement with insurers may compromise an insurance broker’s 
independence to act for the interest of the insured. 

 

Singapore Insurance brokers and intermediaries may receive commission from insurers, provided that disclosure requirements are satisfied 
(including those upon request). Insurance brokers and intermediaries may also receive service fees from their customers. The 
receipt of commission and other remuneration from insurers are subject to various rules, as explained in our response to question 4 
above. 
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Taiwan We are not aware of any laws that prohibit insurance brokers from receiving fees from both insurers and customers. However, 
conflicts of interest should be addressed in this structure and the insured should be informed of the standard commission amount to 
be paid. The receipt of commission and other remuneration from insurers are subject the rules explained in our response to question 
4 above. 

 

Thailand There is no restriction in this regard. However, only commissions paid by insurers are subject to the prescribed limit explained in 
question 4. 

 

Vietnam The law is silent on this matter and this can be interpreted as there being no restriction. However, the law provides that the 
insurance brokerage commission may not exceed 15% of the insurance premium that the insurer has collected. 
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Can agents or other appointed distributors offer rebates on insurance premiums or other special concessions to the customers? 
 

 

China Pursuant to relevant regulations, agents or other appointed distributors are not allowed to offer rebates on insurance premiums or 
other special concessions to the customers. 

 

Hong Kong For long-term products, the offer of rebates and other gifts is regulated by the Guideline on Offering of Gifts (GL25) issued by the 
Insurance Authority. In summary, except for “permitted gifts” (e.g., gifts that are offered for “relationship building” purposes only), the 
following applies: 

i) Insurers and licensed insurance intermediaries should not directly or indirectly offer other gifts to customers when marketing, 
promoting or distributing Class C products. 

ii) Insurers and licensed insurance intermediaries should not directly or indirectly offer other gifts to customers when marketing, 
promoting or distributing Class A and Class D products, unless, after a reasonable assessment has been made, the gift would 
not distract the customer from making an informed decision on whether to purchase the product. 

Rebates of premiums or commissions should not be offered or paid to customers in relation to long-term insurance products, except 
rebates that are recorded in the contract of insurance, whether in the insurance policy, the policy schedule, the quotation or offer 
letter, or in any promotional material (the terms of which are incorporated by reference into the contract of insurance). 

 

Indonesia There is no restriction on this matter. 

 

Japan An insurance agent may not promise to offer or actually offer any discount or rebate on insurance premiums or any other special 

advantage to customers. 

 

Malaysia Agents are not allowed to offer rebates on insurance premiums or other special concessions to customers. 

 

Philippines The Insurance Code expressly prohibits rebates and inducements by insurers or agents. Insurers and their brokers/agents are not 
allowed to offer any rebate on the premium that is not specified in the insurance policy, or any special favor or advantage in the 
dividends or other benefits to accrue thereon, or any valuable consideration or inducement of any kind, directly or indirectly, that is 
not specified in the policy or contract of insurance. 
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Singapore Any rebates of commission or other special concessions offered should not unduly influence the financial decisions of customers, 
amount to aggressive sale tactics, or be relied on as the basis of recommendation of the insurance products. 

Any alteration of insurance premiums should be authorized by the insurer. 

 

Taiwan The offering of rebates on insurance premiums or other special concessions to customers is prohibited under Taiwanese law. 

 

Thailand In principle, insurance premiums must be approved by the OIC and cannot be altered except with the OIC’s approval. Insurance 
companies are therefore prohibited from offering rebates and special benefits in addition to those specified in the policy. However, 
these requirements apply only to insurance companies. Therefore, strictly speaking, there is currently no legal restriction for agents 
or brokers to offer rebates or give special benefits to customers. 

 

Vietnam No. As a general principle, Vietnamese business insurance laws provide that an insurance agent should only conduct activities, 
including insurance premium collections, with the insurer’s authorization. Therefore, agents cannot offer rebates on insurance 
premiums or other specials without authorization from the insurer. 
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Cross-border activities and offshore products 
 

Can insurers appoint offshore agents or accept business from offshore brokers? 
 

 

China The regulator does not explicitly prohibit insurers from appointing offshore agents or accepting business from offshore brokers. 

However, it is a general rule that Chinese insurers must not appoint any individual or institution that has not obtained the required 
qualification (applicable license or permit issued by the regulator) to engage in insurance sales activities. Moreover, insurers must 
not pay any commission or give any other benefit to any institution or individual that has not obtained the required qualification. 
Offshore agents and brokers are not eligible to obtain the required licenses issued by the regulator. Therefore, it would not be legally 
viable for insurers in China to appoint offshore agents, or to pay any commission or give any other benefit to offshore brokers in 
exchange for the business brought by them. 

 

Hong Kong An insurer must not accept a referral of insurance business from another person in Hong Kong unless that person is a licensed 
insurance intermediary. However, the law does not impose restrictions on an insurer from appointing offshore agents or accepting 
business from offshore brokers. Having said that , insurers should consider whether there is any issue with respect to the laws of the 
offshore jurisdiction. 

 

Indonesia Under Article 16 of Regulation No. 69/POJK.05/2016 on Business Implementation for Insurance Companies, Sharia Insurance 
Companies, Reinsurance Companies and Sharia Reinsurance Companies, as lastly amended by OJK Regulation No. 

4/POJK.05/2021 on Implementation of Risk Management in the Use of Information Technology by Non-Bank Financial Services 
Institutions (“OJK Regulation 69”), insurance companies must appoint insurance agents registered with the OJK. Therefore, 
insurance companies cannot appoint offshore agents. However, under Article 22 of OJK Regulation 69, insurance companies may 
accept business from offshore brokers licensed by offshore insurance regulators. 

 

Japan No express restriction prohibits insurers from appointing offshore agents or brokers. However, it is likely that the insurer will attract 
licensing or regulatory issues in the offshore jurisdiction, and it should therefore consider the laws of the offshore jurisdiction before 
accepting business from offshore brokers or appointing offshore agents. Unregistered offshore agents and brokers are prohibited 
from conducting business in Japan. 

 

Malaysia While there is no specific prohibition on Malaysian insurers appointing offshore agents or accepting business from offshore brokers, 
it is likely that the insurer will attract licensing or regulatory issues in the offshore jurisdiction. Therefore, insurers should consider the 
laws of the offshore jurisdiction before accepting business from offshore brokers or appointing offshore agents. 

 

Philippines No law or regulation under Philippine law prohibits insurers from appointing offshore agents or brokers (to the extent permitted by 
foreign law). Insurance laws and regulations generally apply to activities and transactions conducted in the Philippines. 
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Singapore While there is no specific prohibition on Singapore insurers appointing offshore agents or accepting business from offshore brokers, it 
is likely that the insurer will attract licensing or regulatory issues in the offshore jurisdiction. Therefore, insurers should consider the 
laws of the offshore jurisdiction before accepting business from offshore brokers or appointing offshore agents. 

Conversely, Singapore financial advisers and insurance brokers are restricted from soliciting insurance business for offshore insurers 
who are not licensed in Singapore. However, if a financial adviser or insurance broker is approached by clients to advise on or 
arrange policies with offshore insurers on a reverse-inquiry basis, they may do so if it relates to offshore risks. For onshore risks, the 
broker or financial adviser cannot negotiate such policies on behalf of the clients even if it is made at the request of the client, unless 
MAS approval is obtained. 

 

Taiwan If an insurer wishes to sell policies (life or non-life) to offshore customers, it must apply for prior regulatory approval to set up an 
offshore insurance unit (OIU) to engage in offshore insurance business. The broker or agent engaged by the OIU for sale or 
solicitation of such OIU’s insurance products must be licensed in Taiwan; provided that OIU may engage an offshore broker or agent 
not licensed in Taiwan for sale or solicitation of marine insurance, aviation insurance, engineering insurance, nuclear insurance and 
commercial fire insurance. 

 

Thailand No express restriction prohibits insurers from appointing offshore agents or brokers. Therefore, to the extent permissible by foreign 
law, insurance companies are generally allowed to appoint offshore licensed agents and accept business from offshore brokers if 
insurance companies have no active role in securing the business. In other words, they must only be approached by offshore 
brokers/agents at the brokers’ or agents’ own initiative. This matter is subject to further analysis from the applicable laws of the 
jurisdictions where the offshore agents or brokers perform solicitation activities. 

 

Vietnam In relation to agents, no express restriction prohibits insurers from appointing offshore agents. However, insurers cannot appoint 

offshore individual agents, given that these entities must be Vietnamese citizens residing in Vietnam to be able to apply for individual 
agents. Further, the law requires that staff members of organizational agents who directly conduct agency activities must meet the 
same requirements as individual insurance agents (i.e., a Vietnamese citizen residing in Vietnam). To meet this requirement, the 
organizational agency needs to be an onshore agent. 

In relation to brokers, no express restriction prohibits insurers from accepting business from offshore brokers. However, Vietnamese 
law imposes strict limitations on these cross-border brokerage insurance services. 

a. The offshore broker must meet the requirements under Vietnamese business insurance laws to provide cross-border insurance 
brokerage service, including the following: 

▪ Having a license granted by the foreign state management agency in charge of insurance in the locality where the offshore 
insurer’s head office is located to conduct insurance brokerage operations. The offshore broker must have operated for at 
least 10 years by the time of provision of cross-border insurance services in Vietnam. 

▪ Obtaining a document from the foreign state management agency in charge of insurance in the locality where the offshore 
broker’s head office is located permitting the provision of cross-border insurance brokerage services in Vietnam, and 
certifying that the offshore broker has not violated the regulations on insurance brokerage activities and other relevant 
foreign regulations for three years prior to the year of the provision of cross-border insurance brokerage services in Vietnam 
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  ▪ Having total assets worth at least USD 100 million in the fiscal year prior to the year of the provision of cross-border 
insurance services in Vietnam. 

▪ Having conducted profitable business for three fiscal years prior to the year of the provision of cross-border insurance 
services in Vietnam. 

▪ The foreign insurance brokerage business must purchase professional liability insurance for the cross-border insurance 
brokerage services it provides in Vietnam. 

b. The users of the cross-border insurance brokerage services are limited to foreign-invested enterprises established in Vietnam 
and foreigners working in Vietnam. 
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Are there any special requirements in selling policies to offshore customers? 
 

 

China Yes. According to the Notice of State Administration of Foreign Exchange on Promulgation of the Guidelines on Foreign Exchange 
Businesses under Current Account (2020) (Hui Fa [2020] No.14) (“Notice”), insurance companies must get approval from the local 
branches and offices of the State Administration of Foreign Exchange to operate foreign exchange insurance business. The Notice 
also stipulates that foreign exchange life insurance includes selling policies of short-term health insurance and accident insurance to 
customers who are located outside of China. 

 

Hong Kong For mainland Chinese customers, insurers should ensure that they are in Hong Kong during the insurance solicitation process, and 
the applications should be signed while they are in Hong Kong. 

Insurers should also consider whether the issue of policies to offshore customers would be in contravention of the law of the offshore 
jurisdictions and whether it is in the best interest of the customers. Otherwise, it may potentially affect the fitness and properness of 
the insurers. 

 

Indonesia The regulations are silent, aside from requiring insurance companies that accept business from offshore brokers to ensure that the 
brokers are licensed by offshore insurance regulators. 

 

Japan No express restriction prohibits insurers from selling policies to offshore customers. However, as it is likely that the insurer will attract 
licensing or regulatory issues in the offshore jurisdiction, Japanese insurers are not very confident in doing so. 

 

Malaysia The FSA does not have extraterritorial application and thus applies only to activities carried out in or into Malaysia. We are not aware 
of any special requirements applicable to the sale of insurance policies to offshore customers (i.e., where the effecting of the 
insurance policy, the soliciting of business and marketing of policies are conducted outside of Malaysia). 

Nevertheless, it is likely that the insurer will face licensing or regulatory requirements in the relevant offshore jurisdiction. Therefore, 
insurers should consider the laws of the offshore jurisdiction before selling policies to offshore customers. 

 

Philippines Insurance laws and regulations generally apply to activities and transactions conducted in the Philippines. As clarified by the IC in 
Insurance Legal Opinion No. 2021-03, the selling of insurance products abroad shall be subject to the laws of the offshore 
jurisdiction. Therefore, although the IC allows the selling of insurance products online or through remote selling initiatives, the 
authority granted by the IC only covers the sale of insurance products in the Philippines. Moreover, under Insurance Circular Letter 
No. 2020-109, insurers are expressly prohibited from using remote selling initiatives in cross-border selling. Remote selling initiatives 
include the use of information and communication technologies such as teleconferencing, videoconferencing, computer 
conferencing, or audio conferencing. 

 

 

 



27 482240442-v3\AP_DMS The publication reflects the position as of February 2025. Specific advice should be obtained in this evolving and complex area. 

 

 

 

  Moreover, under Insurance Circular Letter No. 2018-07, mobile application insurance shall only be accessible and used within 
Philippine territory. 

 

Singapore We are not aware of special requirements in selling insurance products to offshore customers. Insofar as the insurance intermediary 

is appropriately licensed/exempted under the existing regimes (IA, FAA) and based on the relevant insurance product as discussed 
in our response to question 1 above, these insurance intermediaries should be able to also sell to offshore customers. However, the 
laws (including extraterritorial scopes) of the relevant overseas jurisdictions in relation to the sale of insurance contracts, and any 
consequent cross-border considerations, should also be considered. 

 

Taiwan Yes. If an insurer wishes to sell policies (life or non-life) to offshore customers, it must apply for prior regulatory approval to set up 
an offshore insurance unit (OIU) to engage in offshore insurance business. The insurers engaging in the offshore insurance 
business should not refer their onshore customers to agencies that assist in setting up offshore companies, or induce or assist 
onshore customers in switching their identity to non-resident status to enter into an insurance contract and do business at the OIU.  

Also, the insurer should enhance its understanding of the purpose of a customer entering into an insurance contract and engaging 
in business dealings and planned transaction activities, and the situation, if applicable, where the shareholders, directors or 
beneficial owners of an offshore legal entity customer include onshore individuals or legal persons, and obtain a customer 
statement declaring that it did not switch to non-resident status under inducement or for investment in specific products. 
(Regulations Governing Offshore Insurance Units) 

 

Thailand No. There are no special requirements in selling policies to offshore customers. Insurance companies and intermediaries need to 
comply with standard market conduct regulations when dealing with all customers. 

 

Vietnam Under the Vietnamese regulations on insurance business, there is no specific requirement for Vietnamese insurance service 
providers in selling policies to offshore customers. In general, insurers must satisfy the conditions stipulated under the international 
treaty(ies) to which Vietnam and the country of which the offshore customers have the nationality are parties. 

 
 



28 482240442-v3\AP_DMS The publication reflects the position as of February 2025. Specific advice should be obtained in this evolving and complex area. 

 

 

 

Tele and online channels 

Are there specific requirements on selling products through call centers, telemarketing or other distribution channels? 
 

 

China Yes. The former CBIRC issued certain regulations on insurance sales activities through call centers, telemarketing or other 
distribution channels to ensure that these sales activities are traceable (i.e., to ensure that sales activities can be replayed, important 
information can be retrieved and liabilities can be confirmed). If insurers or insurance intermediaries sell products on the internet, 

they are required to conduct management of traceable internet insurance sales activities, meaning they must record and preserve 
the sales of insurance products on self-operated online platforms by means of management of sales pages and record of the sales 
process. Insurers and insurance intermediaries must record key steps in the process of sales of insurance products in the form of 
audio or audiovisual materials and electronic data, by means of sound recording, video recording, etc. When insurers and insurance 
intermediaries carry out sales activities via telephone, they must record entire telephone conversations and archive audio 
recordings. These regulations are mandatory to the sale of insurance products when the customers are individuals, except for group 
insurance products. The CBIRC also issued more detailed regulations on telemarketing that are specifically applicable to life 
insurance products and property insurance products, respectively. For example, for telemarketing of both life insurance products and 
property insurance products, insurance institutions must have a list of phone numbers that they should not call back in the future, 
following the receipt of express or implied rejection to avoid cold call harassment. 

 

Hong Kong If an insurer wishes to sell products through call centers, telemarketing or other distribution channels, the call center company and its 
staff must be licensed, as an insurance agency and as technical representatives (agent), respectively. Particular attention must be 
paid to the requirements under the Personal Data (Privacy) Ordinance. 

 

Indonesia Yes. Under Regulation 8 of 2024 on Insurance Product and Distribution Channel (“OJK Regulation 8”), Indonesian-licensed 
insurance companies may carry out remote marketing with communication media through insurance marketing channels (i.e., direct 
marketing, insurance agents, bancassurance, business entities other than banks, and special marketing personnel for micro 
insurance products). Further, the marketing channels may use remote media communications, provided that all relevant marketing 
materials contain information regarding: (i) the insurer’s identity; (ii) the products offered; and (iii) the policy’s terms and conditions. 

For investment-linked products, a face-to-face meeting (whether physically or through video conference) must be held as a follow-up 
to the remote communications. 

 

Japan Yes. If an insurer provides information or explanation on insurance products through non-face-to-face channels such as telephone, 
mail or the internet, the insurer must establish a system that enables the insurer to provide information or explanation at the same 
level as face-to-face channels. 

To protect customers, an insurer that sells products through telemarketing must establish and implement methods and measures for 
insurance solicitation that aid in the prevention and early detection of issues. Accordingly, it must properly educate, manage and 
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  supervise its insurance agents. These measures need to be reviewed and updated and should include the following: (1) that a talk- 
script that contains the matters to be explained is prepared and widely disseminated; (2) that telemarketing will not be conducted if a 
customer shows any intention to reject further telemarketing efforts; (3) that the content of a call is recorded and stored; (4) that a 
root-cause analysis of complaints is made and that a recurrence prevention measure is established and disseminated; and (5) that 
the content of a call is assessed by another person, and measures that consider the result of the assessment are adopted. 

 

Malaysia Yes. Specific requirements apply to third-party call centers and telemarketing providers to ensure that professional services are 
provided to potential policy owners. In addition, the sale of certain policies such as medical and health insurance products cannot be 
concluded over the phone. 

 

Philippines Under IC Circular Letter No. 2016-61, insurance companies and their brokers/agents are allowed to introduce, present and sell 
insurance products via telemarketing, subject to the guidelines and requirements of the IC. Telemarketers engaged by insurance 
companies may or may not be IC-licensed insurance agents. A telemarketer that is an IC-licensed agent may solicit and/or sell 
insurance products and receive appropriate commission for the sale. On the other hand, a telemarketer that is not an IC-licensed 
insurance agent is only allowed to conduct a preliminary introduction and presentation of insurance products. Telemarketers engaged 
by insurance brokers will only be allowed to conduct a preliminary introduction and presentation of insurance products. 

Under a bancassurance arrangement, an insurance company is allowed to present and sell insurance products to bank customers 

within the premises of local banks. The bancassurance agreement must be approved by the IC, and the bank must be authorized by 
the Philippine Central Bank to engage in cross-selling. 

 

Singapore Yes, the various modes of prospecting, referring to the process of searching for clients, are subject to personal data and privacy rules 
and MAS conduct requirements. 

Customers (individuals or entities) may register with “Do Not Call” Registers, established under the Singapore Personal Data 
Protection Act 2012 (PDPA), to opt out of receiving specified messages (either via voice or video calls, and/or text messages). The 
purpose of the call or text should be considered — if it is to advertise, promote, or offer to supply or provide services or an investment 
opportunity, then the text or the call is a specified message. Before making these calls or sending these texts to a Singapore 
telephone number, the person who intends to send a specified message, whether obtained directly or through third-party sources, 
must first check (either personally or through a checker) with the DNC Registry to confirm that the number is not listed on a DNC 
Register, or obtain the recipient’s clear and unambiguous consent to receive the specified message. 

Additionally, all organizations or individuals making telemarketing voice calls are not allowed to conceal their telephone numbers (for 
example, they cannot make telemarketing calls using private numbers displayed as “unknown”) when making outbound calls, such 
as for marketing, servicing, claims or renewals. 

Specific MAS conduct rules also apply to the telemarketing of accident and health policies under MAS 120 Notice on Disclosure and 
Advisory Process Requirements for Accident and Health Policies. These rules include offering the call recipient the option to seek 
advice on the product or to evaluate whether the policy is suitable for them as well as keeping records of the tele-conversation. The 
sale of Medisave-approved products through telemarketing cannot be concluded over telephone. 
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  In-person marketing and distribution of insurance products at retailers and public places to retail customers must be conducted in a 
responsible and professional manner and are subject to guidelines and market conduct standards imposed by MAS FSG-G02 
Guidelines on Standards of Conduct for Marketing and Distribution Activities by Financial Institutions and MAS FSG-G04 Guidelines 
on Fair Dealing - Board and Senior Management Responsibilities for Delivering Fair Dealing Outcomes to Customers. For example, 
financial institutions must, within the free-look period, conduct call backs and surveys for all customers approached at retail locations 
and public venues; carry out regular mystery shopping and site visits to monitor the sales and marketing practices of their 
representatives; and ensure that remuneration and incentives paid to representatives do not lead to aggressive sale tactics and that 
gifts offered to customers do not unduly influence their decision to purchase the product. They are also expected to undertake 
thorough fact-finding in order to offer each customer appropriate advice and recommendations, as well as to continuously provide 
clear, relevant and timely information to all customers and prospective customers. Further, the MAS will soon issue amendments to 
MAS FSG-G02 Guidelines on Standards of Conduct for Marketing and Distribution Activities by Financial Institutions, as well as the 
Guidelines on Standards of Conduct for Digital Prospecting and Marketing Activities, in order to further set out the safeguards that 
should be put in place when conducting marketing and distribution activities. 

Direct life insurers and financial advisers that use online distribution channels to offer life policies without providing advice must 
comply with MAS ID 01/17 Guidelines on the Online Distribution of Life Policies with No Advice and/or FAA G-15 Guidelines on the 
Online Distribution of Life Policies with No Advice. They must also meet all of the MAS’ expectations regarding the safeguards to be 
put in place (see our response to question 12). 

 

Taiwan Offering an insurance policy via telephone is subject to the Directions for Insurance Enterprises, Insurance Agent Companies and 
Insurance Broker Companies Engaging in Telemarketing Business (“Telemarketing Directions”). According to the Telemarketing 
Directions, only traditional life insurance, health insurance, pension insurance and accident/injury insurance subject to the limit on the 
total sum insured can be offered through solicitation and sold by telemarketing if a customer does not sign the written application 
form. With respect to non-life insurance, only property insurance and the accident & health insurance policies whose yearly insurance 
premiums do not exceed to the limit specified in the Telemarketing Directions can be offered through solicitation and sold through 
telemarketing. 

Insurance companies are required to obtain the consent of customers prior to recording a conversation. The recorded conversation 
needs to include the identity of the insurance policy holder, the intention and confirmation to enter into the insurance contract, the 
scope of the insurance, the items for insurance payment, the term of the insurance, the insured amount and the insurance premium. 

 

Thailand Yes. In offering an insurance policy for sale via telephone, an insurance company must manage the people offering insurance for 
sale via telephone to act or omit to act according to legal requirements under the telemarketing regulations. If the prospect does not 
want to be insured or contacted, the insurance agent must terminate the conversation immediately. If the prospect wants to know the 
source of their details, the insurance agent must disclose this information before concluding the conversation. When allowed by the 
prospect to offer insurance for sale, the sellers must ask for permission to record the conversation. The recording must continue 
throughout the conversation and be kept as evidence for the duration of the contract. If not permitted, the sellers may not record any 
conversation and must terminate the sale process immediately. 
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Vietnam Generally, insurers are entitled to sell insurance products via electronic transactions and other methods in accordance with the law. 
However, the law does not provide for any detailed guidelines or further elaborate on any specific requirements on selling products 
through call centers, telemarketing or other similar distribution channels. That said, selling products through call centers, 
telemarketing or other similar distribution channels must be in accordance with general requirements on selling insurance products, 
anti-spamming and other regulations where relevant. 
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Are there specific requirements on selling products through online channels? 
 

 

China Yes. The former CBIRC issued Regulatory Measures of Internet Insurance Business (“Measures”), stipulating the basic 
requirements for insurance institutions carrying out internet insurance business, such as the requirements for internet platforms, 
sales management, service management, operation management, and special business principles Below is a summary of the 
Measures: 

1. Business requirements 

Insurers that conduct internet insurance business and their self-operated platforms must comply with several requirements, including 
the location, systems, etc. 

2. Sales management 

The Measures outline specific rules for the online sale of insurance products, including detailed disclosure requirements and 
consumer protection measures. Key steps in the sales process must be recorded and preserved in audio, video or electronic data 
formats to ensure traceability. 

3. Service management 

The Measures set requirements for providing customer service online, including, among others, standardized, compliant and 
transparent after-sales service and the construction of complaint handling mechanisms. 

4. Operation management 

Among other responsibilities, insurance institutions must verify policyholder identity, maintain records of key business processes, 
ensure robust cybersecurity and customer information protection, and perform their AML obligations. 

5. Special business principles 

The Measures provide tailored regulations for specific types of insurance products or unique business models, addressing their 
particular risk profiles and service needs. 

Moreover, The NFRA has also made 2 detailed regulations called Notice of Matters on Strengthening and Improving the Regulation 

of Internet Property Insurance Services and Notice of Matters on Further Regulating the Internet Personal Insurance Business of 
Insurance Institutions (“Notifications”) for selling insurance products through online channels. The Notifications are mainly about 
matters such as access and qualification conditions, restrictions on operating areas, services and consumer rights, risk management 
and data security, and product and pricing norms. 
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Hong Kong When selling products through online channels, an insurer must comply with the Guideline on the Use of the Internet for Insurance 
Activities, which requires, among other things, that insurers have appropriate security policies in place, that the customer’s personal 
information is protected, and that customers are provided with all the necessary information regarding the insurer and the insurance 
policy. 

If needed, insurers may also work with the Insurance Authority under the “sandbox” regime in addressing any issues that may arise 
in selling products online, such as virtual on-boarding. 

 

Indonesia Insurance companies and their distribution partners can distribute insurance products through electronic systems like websites, social 
media, apps, email and instant messages. This can be done on their own platforms or through partnerships. However, they must 
comply with the following requirements: 

a) Possess a valid electronic system operator registration certificate from the Ministry of Communication and Informatics 

b) Develop and implement comprehensive policies, standards and procedures for managing IT risks 

c) Comply with all requirements set by the OJK and other relevant institutions 

If distributing through third parties, insurance companies must ensure that those third parties comply with these requirements. When 
electronic systems facilitate services like policy applications, issuances, terminations or premium payments, they must also operate a 
24-hour customer support center for inquiries and complaints; users must be informed about this support hub directly through the 
platform. 

Additionally, insurers must obtain prior approval from the OJK for any insurance distribution agreements through their partners’ 
online channels. 

 

Japan Yes. When the FSA examines for approval the statement of business procedures containing sales of insurance products through the 
internet, the following matters will be considered: (1) whether the insurer makes sure that an applicant for an insurance contract is a 
legitimate party to sign a contract; (2) whether the insurer has taken measures to prevent deficiencies and alterations to information 
concerning applications for contracts and other information concerning contracts, and to ensure the protection of policyholders even 
if deficiencies occur; (3) whether the insurer has taken security measures to prevent information concerning contracts and 
policyholders from being leaked on the internet; (4) whether the insurer has taken measures to enable applicants to check the 
specifics of procedures concerning applications for contracts and other contract-related matters, the contents and important items of 
the contract, and stores this data through secure means; and (5) whether the insurer has taken measures to prevent the use of the 
internet from constituting a constraint on its future interactions with the applicant in relation to the contract. Please also see section 
10. 

 

Malaysia Yes. Specific requirements apply to insurers that carry out internet insurance activities, including the sale of products through online 
channels. Insurers are required to identify, quantify and manage internet insurance risks, including security risks, operations risks 
and reputation risks. To establish a sound and secure online insurance business, the insurer must have a written security policy that 
comprehensively draws up and puts in place adequate measures to address both critical customer concerns and the insurer’s 
requirements around security and privacy when using the internet-based insurance system. 
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Philippines Insurers may engage in electronic commerce (i.e., buying, selling or providing insurance products and services online) in accordance 
with IC Circular Letter No. 2014-47 and 2016-60. The IC requires insurers to, among others: (1) make available online sufficient, 
accurate and current information regarding the insurer and the insurance policy or policies; (2) highlight the exclusions and limitations 
of a policy and ask customers to confirm that they have read and understood these exclusions and limitations; (3) in the case of 
variable life insurance products, refer the customer to a licensed agent or intermediary for servicing and product advice prior to the 
execution or issuance of the variable life contract online; and (4) provide a summary of the application form for further validation prior 
to requesting a customer to signify consent. 

The use of a mobile application requires prior approval of the IC. The mobile application must be registered with a major digital 
platform (e.g., Apple Inc., App Store, Google Inc., Google Play, and Microsoft Windows Marketplace) and should only be accessible 
and used within the Philippines 

Intermediaries who have e-commerce websites for insurance products are not allowed to approve policies or endorsements or issue 
such electronic documents through their websites. However, this restriction does not apply if the intermediary is given access to the 
system that is administratively owned and controlled by the insurer, and the insurance company allows to extend its facilities to an 
intermediary. 

Only general agents may operate an Online Sales Platform (OSP). OSPs are electronic software programs used for ecommerce 
which allow sellers or merchants to build, manage, and operate an online website or mobile applications where consumers may 
directly buy their product/s and avail their service/s. 

An insurance policy issued online must comply with the pertinent provisions of the Electronic Commerce Act and IC regulations. 

 

Singapore The standards applicable to the sale and advisory process will also apply equally to sales through online channels. Insurance 
companies must comply with technology risk management guidelines when offering financial services through online platforms and 
ensure that they formulate security controls, system availability and recovery capabilities commensurate with the level of risk 
exposure for online services. Examples include implementing two-factor authentication to avoid unauthorized access, implementing 
security controls to ensure confidentiality and integrity of data, and maintaining high resiliency and availability of online systems. 
There are also specific maximum unscheduled downtime and recovery time objectives that insurers and financial intermediaries will 
need to comply with. 

Recent updates to the technology risk management guidelines to keep pace with recent trends in technology development and 
deployment include, among others: (a) increased emphasis on requisite expertise and experience, among both board and senior 
management and appointed senior managers; (b) more stringent assessments of third-party vendors (that extend beyond 
outsourcing arrangements, such as IT forensics, penetration testing and online marketing services); (c) implementing processes to 
monitor cyber-related information and threats; and (d) better management of cyber risks (including from information assets and 
emerging technologies such as IoT devices). 

Specific rules apply to direct purchase insurance products sold online, the specifics of which will depend on whether 
recommendation or advice is provided alongside. Where financial advice is provided alongside, the applicable general safeguards 
(not specific to 
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  online channels) — for example, Notice FAA-N16 Recommendations on Investment Products and/or FAA-N19 Notice on the 
Distribution of Direct Purchase Insurance Products (as applicable) for financial advisers, and Notice 120 Disclosure and Advisory 
Process Requirements for Accident and Health Insurance Products — should be considered. 

Where a direct life insurer or financial adviser provides direct purchase insurance products online without financial advice, they 
should bear in mind the safeguards set out under the ID 01/17 Guidelines on the Online Distribution of Life Policies with No Advice 
and/or FAA G-15 Guidelines on the Online Distribution of Life Policies with No Advice, respectively, which includes the following, 
among others: 

a) Ensuring all equivalent direct purchase insurance products are available online if the life insurer or financial adviser offers a 
specific life policy online 

b) Having the safeguards, including the following, in place: 

i) Providing the client with prescribed information before the client completes the purchase of a life policy and obtaining the 
client’s acknowledgement 

ii) Highlighting any conditional acceptances in the case of a client’s pre-existing medical condition and obtaining the client’s 

acknowledgement 

▪ Prominently incorporating the following statements to alert the client before the completion of the purchase of a life 
policy: 

▪ The life policy is not a savings account or deposit. 

▪ The client may not get back the premiums paid (partially or in full) if the client terminates or surrenders the policy early. 

▪ Some benefits of a life policy are not guaranteed (only if applicable). 

▪ There is a 14-day free-look period. 

▪ The client can request the financial adviser to explain the product features. 

▪ The client may wish to separately seek advice on the suitability of the life policy. 

▪ If the client chooses not to seek advice on the suitability of the life policy, the client should consider if the life policy is 

suitable for their financial circumstances and needs. 

iii) Encourage clients to go through prescribed tools, calculators and considerations of other types of life policies before 
purchasing the life policy (if applicable) 

iv) Set up appropriate revenues to address general queries relating to the online distributed direct purchase insurance products 
(including via telephone or email helplines) 

v) Clearly provide information on the claims process and the complaints filing process online 

The MAS will also soon issue the Guidelines on Standards of Conduct for Digital Prospecting and Marketing Activities, which will set 
out more specific expectations on digital marketing (e.g., that financial institutions should monitor digital prospecting and marketing 
activities conducted by their representatives and third-party service providers and should provide clear guidance and proper training 
to their representatives to ensure adherence to appropriate digital prospecting and marketing practices). 
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Taiwan The offering of insurance policy online is subject to the Directions for Insurance Enterprises Engaging in Electronic Commerce 
Business, the Regulations Governing Online Insurance Business and Online Insurance Services of Insurance Agent Companies 
and Insurance Broker Companies and the self-disciplined rules promulgated by the relevant associations. Only the types of 
insurance specified in the directions can be offered online. Insurance companies need to provide on their websites or App 
explanations on the insurance products offered online, as well as terms and conditions for customers to review. Insurance 
companies are also required to obtain customers’ confirmation that they have reviewed and agreed to the insurance terms and 
conditions disclosed on the web page or App. 

Before a customer sends the purchase confirmation, the insurer should verify such customer’s identity by one-time password 
(OTP), biometrics, mobile ID or FIDO (Fast Identity Online) and guide such customer to complete identity confirmation before 
completing the whole purchase procedure. 

With respect to supplemental verification, customers who signed up online for the first time, have gone through identity verification 
online and have bought insurance products online can only use their credit cards, bank accounts, or electronic payment accounts to 
pay for insurance premiums. 

 

Thailand Yes. The OIC has announced specific notifications that aim to regulate insurance activities undertaken via electronic channels. The 

notifications stipulate that all activities conducted through electronic means must be carried out in accordance with the OIC’s 
regulations, including regulations on market conduct and advertising, and must comply with the Electronic Transactions Act, B.E. 

2544 (2001) in terms of the level of security procedures and the requirements for a reliable electronic signature under the said act. 
The offering of insurance products via electronic channels may only be conducted by an insurer, broker company and/or bank (with 
the insurer’s consent in the case of a broker company or bank). 

An insurer must provide proper information on the method for claiming a compensation payment, and there must be a process for 
the insured/beneficiary to identify themselves via electronic channels before any compensation is paid. Insurers, brokers and banks 
must have procedures to manage personal data privacy, arrange for independent audits to assess the information technology 
systems, and register with the OIC before implementing the regulated electronic activities. Any outsourcing of services to third 
parties requires the approval of the OIC to ensure that the service provider complies with these requirements under the notifications. 

 

Vietnam The government of Vietnam recognizes and encourages the application of information technology to modernize insurance business 

activities, corporate governance and methods to provide services and products. The application of information technology in the 
insurance business must comply with the Law on Insurance Business, the law on e-transactions, the law on information technology, 
the law on cybersecurity, the law on anti-money laundering and other relevant laws. 

Under the Law on Insurance Business, insurers, foreign insurer’s branches and micro-insurance companies can proactively choose 
the form of providing insurance services/products via online channels. Insurance agencies, however, can only provide insurance 
products via online channels within the scope of its insurance agency contract.  

Insurers, reinsurers, foreign insurer’s branches and insurance brokers needs to set up, maintain and operate the IT system for the 
distribution of insurance products via online channel 
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  The MOF provides detailed guidelines on requirements for insurers, brokers and/or agencies when involved in distributions and sale 
of insurance products via online channels, in the form of the full process (for specific products) or in the form of a partial process. 
Specifically, the distribution of insurance products must be made via websites or platforms built by the insurers/reinsurers or e-
commerce platform/websites of brokers/agencies. The distribution of insurance products via online must be notified to the MOF 
within seven business days of the date of distribution of insurance products via the online channel. 
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Can insurers sell products virtually without any intermediaries, and is there any limitation in such digital channel (e.g., a limited 

scope of products)? 
 

 

China Yes. An insurer can sell products through the internet without any intermediaries in China. The head office of the insurance 
company will implement unified and vertical management of the internet insurance business. The scope of the internet life 
insurance products is limited to accident insurance, health insurance (except for nursing insurance), term life insurance, ordinary life 
insurance with an insurance period of more than 10 years (except for the term life insurance), ordinary annuity insurance with an 
insurance period of more than 10 years, and other life insurance products stipulated by the regulator. 

Property insurers who operating agricultural insurance, ship insurance and other special risk insurance shall not, in principle, expand 
their business areas through the Internet. 

 

Hong Kong Yes, insurers may distribute certain products digitally without any intermediaries. The scope of products is also limited. 

 

Indonesia OJK Circular Letter No. 19 of 2020 on Marketing of Insurance Products allows the sale of insurance products through digital 
channels, including a third party’s online channels. However, specifically for investment-linked products, the closing for the sale must 
be accompanied with the customers’ wet signatures (physical signing). 

 

Japan Insurers can sell products virtually without any intermediaries. There is no particular limitation on such digital channel. 

 

Malaysia We are not aware of any specific rules in this regard. 

Please note that the Direct Distribution Requirement, as stipulated in question 2 above, would remain applicable. This requires 
licensed life insurers to offer standalone life insurance products to consumers directly without any intermediaries. 

 

Philippines Generally, insurers are allowed to sell products online without an intermediary. However, prior to or after submission of an electronic 
application, insurers must determine whether, due to the level of complexity of the product, it becomes necessary for consumers to 
be referred to the insurer’s insurance agent or intermediary for servicing or availability of product advice. The IC may also make its 
own determination on whether consumers must be referred to the insurer’s insurance agent or intermediary due to the complexity of 
the product. 

Under Insurance Circular Letter No. 047-14, with respect to variable life insurance products, the insurers shall refer the consumer to 
a licensed agent or intermediary for servicing and product advice prior to the execution or issuance of the variable life contract online. 
This was later amended by Insurance Circular Letter No. 2016-15, which makes the referral at the option of the consumer for 
variable life insurance products with certain features determined by the Insurance Commission. 
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Singapore We are not aware of any general restrictions on appropriately licensed insurers selling the relevant insurance products virtually 
without any intermediaries. However, please do note that there are specific requirements in relation to distribution by way of online 
direct channels, as discussed above under question 12. Further, as a matter of practice, most life and long-term accident and health 
policies are sold only through intermediaries. 

 

Taiwan Yes. For example, insurers can sell products virtually without any intermediaries after obtaining the regulatory approval under the 
Directions for Insurance Enterprises Engaging in Electronic Commerce Business, which set a limitation on the scope of products via 
this digital channel.  

For example, the life insurance products permitted to be sold via this digital channel are limited to the following 15 types of 
insurance products: (1) travel insurance and pay-as-you-go medical payment coverage; (2) injury insurance and pay-as-you-go 
medical payment coverage (injury insurance); (3) term life insurance; (4) pay-as-you-go medical payment coverage (injury 
insurance); (5) traditional pension insurance; (6) interest-sensitive annuity insurance; (7) endowment insurance (where the policy 
term is limited to 20 years and would expire when the insured is 75 years old); (8) small amount whole life insurance; (9) 
microinsurance; (10) long-term care insurance; (11) insurance with in-kind benefits; (12) health management insurance; (13) 
investment-linked annuity; (14) critical illness insurance sold on the portal designated by the regulator; and (15) hospitalization 
insurance in allowance. 

 

Thailand Yes. There are two types of virtual sales of insurance policies by insurers. 

The first type is virtual sale conducted by the insurers’ staff or employees (via electronic means). This is permitted if a face-to-face sale 
cannot be conducted, provided that the client’s consent is obtained. Certain requirements must also be followed, such as availability of 
conversation recording, authentication of sellers’ identity, and the issuance of premium receipt. 

The other type is the sale of insurance policies without the involvement of individual sellers. In other words, the entire sale process 
must be completed electronically. Only insurance products specifically approved by the OIC can be sold electronically via this 
channel. Please refer for more details to question 12 above. 

 

Vietnam Under the Law on Insurance Business, yes, insurers are allowed to sell insurance products virtually without intermediaries.  

For the scope of products sold virtually, there is no specific legal regulation on this matter. However, in principle, an insurer may not 
be permitted to provide products that are not within the scope of services stipulated under its establishment and operation license. 
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Is there a special license for virtual insurers without intermediaries? 
 

 

China Generally, no. Virtual insurers have to acquire an insurance license as other insurance companies. The internet insurance business 
should be conducted only by insurance institutions that are legally established, and other institutions and individuals are not allowed 
to engage in internet insurance business. When conducting internet insurance business, insurance institutions must not exceed the 
scope of business stated on the licenses (or registration forms). Ordinary insurance companies that would like to carry out internet 
insurance business must fulfill certain requirements. For example, for a life insurance company, its comprehensive solvency 
adequacy ratio needs to reach 120% for four consecutive quarters, and the core solvency ratio must not be less than 75%. 

Moreover, when the service access place is in China and the self-owned network platform is a website or an APP, it shall fulfil the 
Internet information service filing procedures and obtain a filing number from the Internet industry management department in 
accordance with the Chinese law. If the self-owned network platform is not an APP, it shall comply with the provisions of relevant 
laws and regulations and the qualification requirements of relevant industry authorities. 

 

Hong Kong Yes, virtual insurers are separately licensed by the Insurance Authority, and they are only permitted to distribute products digitally. 
The scope of products is also limited. 

 

Indonesia No license is required other than the main insurance business license issued by the OJK. 

 

Japan No, there is no such special license in this regard. 

 

Malaysia Yes, BNM has recently issued the Policy Document on Licensing and Regulatory Framework for Digital Insurers and Takaful 
Operators (also known as the DITO Framework), which mandates that any person or company that carries out digital insurance 
business or digital takaful business must obtain a license to operate wholly, or almost wholly, through digital means. Interested 
applicants can submit their applications for this license between 2 January 2025 and 31 December 2026. 

Existing insurers are not required to obtain a separate license to digitalize their current operations. However, licensed insurers that 
wish to carry out digital insurance business separately from their current business may apply for a license for digital insurance 
business through a separate corporate body. 

 

Philippines There is no special license for virtual insurers without intermediaries. 
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Singapore We are not aware of any additional licensing requirements that need to be met if virtual insurers are to operate without 
intermediaries, beyond those discussed in our response to question 13 above. 

 

Taiwan Yes. If a virtual insurer wishes to enter into the Taiwan insurance market, it has to first apply to the regulator for establishment 
approval within the timeframe set by the regulator (e.g., for the 2022 applications, the timeframe for applicants to apply for 
establishment approval is from 1 August to 31 October 2022) and complete the company incorporation registration. Then, such 
virtual insurer should apply to the regulator for a business license within three months after completing the company incorporation 
registration. (Regulations for Establishment and Administration of Insurance Enterprises) 

 

Thailand There is currently no special license for virtual insurers.  

Currently, insurers are allowed to sell insurance products virtually without intermediaries. 

 

Vietnam Under the Law on Insurance Business, there is no provision on the required license for the virtual provision of insurance products, 
including provision without intermediaries. The sale of products via online channels is only needed to be notified to the MOF before 
its launch of the products. 
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Data privacy and confidentiality 

Can insurers share client information with insurance agents and brokers and vice versa? What data privacy or confidentiality laws 
apply? 

 

 

China Insurance agents and brokers should be allowed to share client information with insurers because insurers are ultimately responsible 
for writing the insurance products purchased by clients. However, insurance agents and brokers must obtain the prior consent of their 
clients for the necessary and reasonable collection, use and provision of their personal data and/or trade secrets, in accordance with, 
among other regulations, the PRC Law for Personal Information Protection Law, the Protection of Consumers’ Rights and Interests, 
the PRC Cybersecurity Law, and the PRC Anti-unfair Competition Law. 

In cases where clients purchase insurance products directly from insurers without insurance agents and brokers, insurers should not 
share such clients’ information with insurance agents and brokers because insurers and their sales persons and other staff have the 
statutory obligation to keep clients’ information in strict confidence and must not disclose trade secrets and personal information of 
policy holders and insured persons to other parties. 

As regards cross-border sharing of client information, insurers and insurance agents and brokers must conduct security assessments 
pursuant to relevant national policies and requirements, i.e., the Security Assessment Measures for Data Provision Abroad. 

Moreover, insurance institutions are obliged to inform the individuals of certain information of the overseas recipients. 

 

Hong Kong Insurers, agents and brokers owe a general common law duty to their clients and third parties to ensure that confidential client 
information is not subject to unauthorized disclosure. In addition, the handling of personal data is subject to the Personal Data 
(Privacy) Ordinance. Before or at the time personal data is collected, insurers must notify clients, amongst others, of the purpose for 
which their personal data and to whom the data may be transferred (e.g. data may be transferred to agents or brokers for the 
purpose of policy servicing). Consent or no-objection should be obtained from clients if the data may be used for direct marketing. 

 

Indonesia Insurance companies can share client information with agents and brokers only if the customer has given written consent for the use 
and purpose of their personal data. They must also ensure that third parties use the data strictly for the agreed purpose. 

Minister of Communications and Informatics (MOCI) Regulation No. 20 of 2016 on Personal Data Protection in Electronic Systems 
includes the following requirements: 

a) Personal data can only be displayed, announced, transmitted, disseminated or made accessible with the data owner’s consent. 

b) Personal data must be verified for accuracy. 

c) Offshore data transfers require coordination with the MOCI, including reporting the plan and results of the transfer and seeking 
advocacy (though the advocacy process is unclear). 

Access to personal data for law enforcement purposes is allowed upon a valid request from the law enforcement agency. 

15 
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Japan The Act on Protection of Personal Information and its Guidelines apply in addition to other guidelines specific to the financial sector. 
Once an insurer has acquired personal information, it must promptly notify the data subject of, or publicly announce, the purpose of 
use of such personal information, unless it has already publicly announced its purpose of use. Subject to certain prescribed 
exceptions, an insurer must, when it receives personal data from third parties, confirm the following matters: (1) the name or 
appellation and address of the third party and, for a corporate body, the name of its representative; and (2) circumstances under 
which the personal data was acquired by the third party. The guidelines further recommend that the insurer assess legal compliance 
by third parties concerning purpose of use, disclosure procedure, and disclosure of inquiry or complaint counter. The insurer must 
also record the date when it received the personal data, any matter concerning that confirmation, and other matters prescribed by the 
Personal Information Protection Commission. 

 

Malaysia The handling of personal data in Malaysia is governed by the Malaysian Personal Data Protection Act 2010 (PDPA). Insurers can 
share client information with agents and brokers and vice versa if clients are notified of the purpose for which their personal data is 
collected and have consented to the use and disclosure of their personal data. The PDPA does not specify the form or nature of the 
consent and whether consent can be implied by conduct. However, the Code of Practice on Personal Data Protection for the 
Insurance and Takaful Industries provides examples of when the data user is deemed to have given consent. This includes where 
the processing of personal data is necessary to enable an insurer to conduct its insurance business (as well as processing for the 
purpose of disclosure to third parties, including intermediaries such as bancassurance partners, brokers and financial advisers). 

However, the transfer of personal data outside Malaysia is generally prohibited unless certain conditions are satisfied. These include 
the insurer/agent/broker having obtained the client’s consent in respect of the cross-border transfer or having ensured that the 
receiving jurisdiction has privacy safeguards of equivalent standards. 

 

Philippines Insurers can share information with insurance agents/brokers and vice versa, with the consent of the customers. 

Insurers and their agents/brokers must comply with the relevant provisions of the Data Privacy Act of 2012 and its implementing rules 
and regulations. Further, in IC Circular Letter No. 2016-30, the IC expressly grants policyholders the right to confidentiality of 
information. Specific to electronic commerce, insurers and their agents/brokers must comply with privacy requirements in online 
transactions as provided in IC Circular Letter No. 2014-47, including properly disclosing the terms of use of personal information of 
customers and providing clearly worded opt-in processes. 

It is recommended that insurers obtain the consent of their customers to ensure compliance with the regulations for processing of 
“personal information” and/or “sensitive personal information” under the Data Privacy Act before data collected from customers is 
shared with other entities (e.g., insurance agents/brokers). 
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Singapore Insurers, agents and brokers owe a general common law duty to their clients and third parties to ensure that confidential client 
information is not subject to unauthorized disclosure. In addition, the handling of personal data is subject to the PDPA. Generally, 
insurers, agents and brokers must notify clients of the purpose for which their personal data is collected and obtain consent from the 
clients for the use and disclosure of their personal data. The transfer of personal data outside the jurisdiction of Singapore is also 
subject to additional requirements, such as ensuring that the receiving jurisdiction has privacy safeguards of equivalent standards. 
To the extent that an insurer is receiving client’s personal data through a data intermediary and vice versa, the recipient should take 
steps to ensure that notification to and consent from the client has been obtained for the disclosure of personal data and the 
purposes contemplated. The PDPA recognizes that an organization that is part of a corporate group of organizations may act as a 
data intermediary for other members of the group. 

 

Taiwan The law governing personal data protection and privacy in Taiwan is the Personal Data Protection Act (PDPA). Insurers, agents and 
brokers must notify clients of the specific purpose for which their personal data is collected and obtain consent from the clients for the 
use of their personal data within the specific purpose. 

The cross-border transfer of personal data is generally permitted, but the Taiwanese government can prohibit cross-border transfers 
under one of the following circumstances: (1) where substantial national interests are involved; (2) where international treaties or 
agreements specify otherwise; (3) where the rights and interests of the data subject are likely to be affected adversely because the 
country where the data recipient is located does not have appropriate laws and regulations to protect personal data; or (4) where the 
PDAL may be avoided because the personal data is transmitted or used by way of indirect transmission to a third country or area. 

 

Thailand Thailand’s Personal Data Protection Act B.E. 2562 (2019) (PDPA) came into effect on 1 June 2022. The collection, use or disclosure 
of personal data (e.g., sharing client information) of clients by data controllers (e.g., insurers, brokers and agents) must rely on one of 
the bases recognized by the PDPA (e.g., consent). In addition, the data controllers are obliged to provide clients a privacy notice prior 
to or at the time of collection of personal data. This notice should explain, among others, the purposes for collecting, using or 
disclosing the personal data, as well as the legal bases that the data controllers rely on. 

Cross-border transfer of personal data is permitted with conditions. The PDPA provides that the destination country receiving the 
personal data must have adequate personal data protection standards. However, this requirement will be exempted in certain 
circumstances, including where data subjects give their consent (with their acknowledgement that the destination country may have 
inadequate personal data protection standards). 
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Vietnam Decree No. 13/2023/ND-CP on Personal Data Protection (PDPD), which came into effect on 1 July 2023, is Vietnam’s 
comprehensive legal instrument on personal data protection. However, data privacy regulations are concurrently scattered under 
other prevailing laws, notably among which include Law No. 19/2023/QH15 on Protection of Consumer’s Rights (Consumer Law) 
and Law No. 08/2022/QH15 on Insurance Business (IB Law). Insurers, brokers and agents can share client information with each 
other if the information sharing has been legitimized by a lawful ground (e.g., consent, contract performance, legal obligation) and 
the client has been sufficiently notified in advance of this sharing activity. 

The overseas transfer of a Vietnamese citizen’s personal data is generally permitted. However, the data exporter must conduct and 
submit an Overseas Personal Data Transfer Impact Assessment (OTIA) to a competent local regulator within 60 days from the date 
of data processing. Although prior official approval is not required for data to be transferred overseas, the regulator can request the 
data exporter to update the OTIA and suspend the transfer if the data exporter fails to sufficiently comply with this OTIA filing 
requirement, among other cases.  

The new Law No. 91/2025/QH15 on Personal Data Protection (PDPL) will be effective as of 1 January 2026, upon which it is 
expected that the PDPD will cease its effect. Data privacy regulations under Consumer Law and IB Law can still apply if they do not 
contradict the PDPL’s principles. Under the PDPL, there are additional grounds for personal data sharing between insurers and 
insurance agents/brokers (and vice versa), such as protection of a legitimate interest against a violation, data sharing from a data 
controller to a data processor, among other things. The cross-border transfer of personal data will still require the submission of an 
impact assessment to the authority within 60 days from the date of the transfer. It is anticipated that a sanctioning decree will soon 
be issued to stipulate administrative penalties for violations of the PDPL, with monetary fines reaching up to 5% of the offender’s 
annual revenue for infringements involving cross-border data transfers or 10 times the amount of illicit gain if personal data is 
unlawfully bought or sold. 
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THE BAKER MCKENZIE 

ASIA PACIFIC INSURANCE GROUP 

With 17 offices in Asia Pacific, across major cities and emerging markets (including seven of the ASEAN economies), Baker McKenzie has a strong client service platform that few other firms can match in terms of geographical 
coverage and breadth of practice. Our long experience in Asia Pacific means that we have established experience and interaction with relevant regulators in each jurisdiction. The depth of our legal knowledge in the region is unrivaled 
as our lawyers combine local industry expertise and understanding, together with international experience. We have worked with many major international and local insurers, insurance intermediaries and self-regulatory bodies across a 
spectrum of matters. We fluently apply our extensive industry experience to help develop innovative, compliant and value-driven products. 

Our insurance group covers a wide range of services and is frequently cited and consistently ranked among the best in their respective markets. Client-focused and committed to excellence, we observe rigorous service standards to 
ensure our clients receive consistent and seamless service in Asia Pacific and across the globe. 

Through our innovative consulting approach, we give practical and timely advice to help our insurance clients gain a competitive advantage in a highly regulated industry, allowing them to compete confidently across various 
jurisdictions in the region.

mailto:huguangjian@fenxunlaw.com
mailto:huguangjian@fenxunlaw.com
mailto:martin.tam@bakermckenzie.com
mailto:martin.tam@bakermckenzie.com
mailto:gerrit.kleute@bakermckenzie.com
mailto:gerrit.kleute@bakermckenzie.com
mailto:satoshi.abe@bakermckenzie.com
mailto:satoshi.abe@bakermckenzie.com
mailto:SueWan.Wong@WongPartners.com
mailto:SueWan.Wong@WongPartners.com
mailto:Charles.Veloso@quisumbingtorres.com
mailto:Charles.Veloso@quisumbingtorres.com
mailto:stephanie.magnus@bakermckenzie.com
mailto:stephanie.magnus@bakermckenzie.com
mailto:hao-ray.hu@bakermckenzie.com
mailto:hao-ray.hu@bakermckenzie.com
mailto:sivapong.viriyabusaya@bakermckenzie.com
mailto:sivapong.viriyabusaya@bakermckenzie.com
mailto:thanhhai.nguyen@bakermckenzie.com
mailto:thanhhai.nguyen@bakermckenzie.com


 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Baker McKenzie delivers integrated solutions to complex challenges. 

 
Complex business challenges require an integrated response across different markets, sectors and areas of law. Baker McKenzie’s client solutions 

provide seamless advice, underpinned by deep practice and sector expertise, as well as first-rate local market knowledge. Across more than 70 offices 

globally, Baker McKenzie works alongside our clients to deliver solutions for a connected world. 
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