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What's new?
Recently Updated Topics
This chapter was last reviewed and updated on 20 December 2024.
The Government of India published the Digital Personal Data Protection Act, 2023 (DPDP Act) on 11 August 2023, which will form the new data protection framework in India. The DPDP Act introduces several compliance requirements for the collection, processing, storage, and transfer of digital personal data. It applies exclusively to personal data in digital form (and to non-digital data that is subsequently digitized), excluding non-personal and non-digital data.
The implementation of the DPDP Act will become clearer once the government takes further actions, such as notifying the provisions of the DPDP Act and releasing subsequent legislation. Additionally, the Information Technology (Reasonable Security Practices and Procedures and Sensitive Personal Data or Information) Rules, 2011 (Privacy Rules) have not been expressly repealed. In the interim, entities may consider reviewing their current data security practices to align their policies and procedures with the compliance requirements under the DPDP Act. 
Key Data & Cyber Contacts
Contacts
The content for the India chapter has been prepared by the contacts listed above from JSA Law.
Key Data & Cybersecurity Laws
How are data and cybersecurity laws/regulations implemented?
Last review date: 20 December 2024
☒  omnibus – all personal data
☒  sector-specific — e.g., financial institutions, governmental bodies
☒  constitutional
What are the key data privacy laws and regulations?
Last review date: 20 December 2024
Digital Personal Data Protection Act, 2023 (DPDP Act)
Information Technology Act, 2000 (IT Act)
The Information Technology (Reasonable security practices and procedures and sensitive personal data or information) Rules, 2011 (Privacy Rules) 
What are the key cybersecurity laws and regulations?
Last review date: 20 December 2024
Information Technology (The Indian Computer Emergency Response Team and Manner of Performing Functions and Duties) Rules, 2013 (CERT-In Rules)
Notification of the Ministry of Electronics and Information Technology, Government of India No. 20(3)/2022-CERT-In dated 28 April 2022 (in effect since 28 June 2022) (Cyber Security Directions)
What are the key laws and regulations relating to non-personal data?
Last review date: 20 December 2024
Information Technology Act, 2000
Are new or material changes to those key data and cybersecurity laws anticipated in the near future?
Last review date: 20 December 2024
Yes
While the DPDP Act has been published, the rules and regulations required for its effective implementation and enforcement have yet to be notified. Once the government of India takes further actions, including notifying the provisions of the DPDP Act and the rules and other legislation, the DPDP Act will become operative and enforceable.
Although the specific timeline for the notification of these rules remains uncertain, it is expected to occur in 2025.
Regulators, Enforcement Priorities and Penalties
Who are the main data privacy, non-personal data and/or cybersecurity regulator(s) in the jurisdiction?
Last review date: 20 December 2024
The Indian Computer Emergency Response Team
Under the IT Act, the Government of India has appointed the Indian Computer Emergency Response Team (CERT-In) to collect, analyze, and disseminate information on cyber incidents, provide forecasts and alerts of cybersecurity incidents, provide emergency measures for handling cybersecurity incidents, and coordinate cyber incident response activities. The CERT-In has issued the Cyber Security Directions that mandate all entities to report all cybersecurity incidents to the CERT-In within six hours of becoming aware of such incidents.
Data Protection Board of India
The DPDP Act envisions the establishment of the Data Protection Board of India (DPBI), an independent supervisory and enforcement authority responsible for overseeing compliance with the provisions of the DPDP Act. However, to date, the Government of India has not yet constituted the DPBI. Once established, the DPBI will operate as an online platform to investigate complaints, address breaches of personal data, issue directives, and impose penalties for violations of the DPDP Act and its subordinate legislations.
In India, there is no regulator that governs and regulates the processing of non-personal data.
How active is each of the regulator(s)?
Last review date: 20 December 2024
The Indian Computer Emergency Response Team
Moderately active
Data Protection Board of India
Not very
What are each of the regulator's anticipated enforcement priorities for the next 12 months?
Last review date: 20 December 2024
There have been no notable enforcement activities in India from a broad privacy perspective.
That being said, CERT-In regularly disseminates information and shares security tips on cyber safety and security. It also operates an automated cyber threat exchange platform that collects, analyzes and shares tailored alerts with organizations across sectors, enabling them to take proactive threat mitigation actions.
Further, upon CERT-In being notified of a cyber security incident, it may issue directions and/or orders to the entities involved in the cybersecurity incident. Failure to furnish information or non-compliance with an order/direction from CERT-In may result in the imposition of penalties under the IT Act and any other laws as applicable.
Currently, there is no enforcement under the DPDP Act and the Central Government has not provided a timeline for the establishment of the DPBI. However, the DPBI is expected to be set up by the end of 2025. Once established, it may impose significant monetary penalties ranging from INR 10,000 (approximately USD 117) to INR 250 Crores (approximately USD 29,437,999), depending on the nature of the violation. Notably, the DPDP Act does not prescribe criminal sanctions for non-compliance.
Individual sectoral regulators, such as the Reserve Bank of India (RBI), have actively enforced data localization requirements applicable to regulated entities, such as payment system providers and licensed banks. For instance, regulated entities are prohibited from onboarding new customers until they have demonstrated full compliance with localization obligations.
What trends are you seeing in regulatory investigations relating to data & cyber?
Last review date: 20 December 2024
Regulatory investigations or direct enforcement activity by data or cyber regulators are:
☒  Increasing
Class actions/group actions under data or cyber regulation are:
☒  Not available in the jurisdiction
What are the potential penalties/remedies for non-compliance with the key data and cybersecurity laws in the jurisdiction?
Last review date: 20 December 2024
There are:
☒  administrative remedies / civil penalties applied by regulators and law enforcement
☒  private remedies
Failure to comply with Privacy Rules is punishable by fines of up to INR 100,000 (approximately USD 1,203) and compensation to the affected person of up to INR 100,000 in the case of an individual (approximately USD 1,203) and INR 1,000,000 (approximately USD 12,027) in the case of a company.
The DPDP Act imposes penalties for non-compliance ranging from INR 10,000 (approximately USD 120) to INR 250 Crores (approximately USD 30,066,632), depending on the nature of non-compliance.
If an entity fails to comply with the directions of the CERT-In, the person responsible may be punished with imprisonment for a term which may extend to one year or with a fine of up to INR 10,000,000 (approximately USD 120,273) or both.
If data subjects have private remedies, what form can these remedies take?
Last review date: 20 December 2024
Individual personal actions
Key Definitions
Personal data
Last review date: 20 December 2024
"Personal information" as defined in Privacy Rules, is any information that relates to a natural person, which, either directly or indirectly, in combination with other information available or likely to be available with a body corporate, is capable of identifying such person.
The DPDP Act defines "personal data" as any data about an individual who is identifiable by or in relation to such data.
Sensitive/special personal data (including personal data subject to additional protections/ restrictions/breach notification obligations)
Last review date: 20 December 2024
Sensitive data includes:
☒  biometric data for the purpose of uniquely identifying a natural person or biometric templates
☒  data concerning health/medical information
☒  data concerning a natural person's sex life or sexual orientation
☒  financial information
☒  passwords
Separately, the DPDP Act does not sub-categorize personal data into sensitive personal data. It applies to all kinds of digital personal data (i.e., personal data collected from data principals online and personal data that is collected offline and then digitized).
Controller vs Processor
Last review date: 20 December 2024
Do the privacy laws distinguish between controllers/owners and processors/agents? Whereby:
The controller/owner is a natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data.
The processor/agent is a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller.
Yes
The Privacy Rules do not distinguish between controllers and processors. However, the DPDP Act distinguishes between a data controller (referred to as data fiduciary) and data processor.
Under the DPDP Act, a "Data Fiduciary" is any person who, alone or in conjunction with other persons, determines the purpose and means of the processing of personal data.
"Data Processor" means any person who processes personal data on behalf of a data fiduciary.
Territorial Scope
What is the territorial reach of the data privacy and cybersecurity laws?
Last review date: 20 December 2024
☒  applies to organizations located in the jurisdiction
☒  applies to organizations located outside of the jurisdiction offering goods or services to data subjects in the jurisdiction
The DPDP Act extends to the whole of India and also has extra-territorial applicability. The DPDP Act applies to the processing of digital personal data outside India, if the processing pertains to any activity related to the offering of goods and services to data subjects (referred to as data principals) within the territory of India. Therefore, the DPDP Act applies to entities located in jurisdictions outside India so long as the processing is in connection with the services offered in India.
Separately, the IT Act extends to the whole of India and also has extra-territorial applicability in certain cases. As per Section 75, the provisions of the IT Act extend to any offense or contravention committed outside India by any person, irrespective of their nationality, if the act or conduct constituting the offense or contravention involves a computer or computer system located in India. Therefore, in the context of data protection, the provisions of the IT Act and Privacy Rules would apply if the collection or processing of personal information or sensitive personal information involves a computer or computer system located in India.
Legal Bases for Processing of Personal Data
Is an identified legal basis required in order to collect or process non-sensitive personal data?
Last review date: 20 December 2024
Yes
The following are potential legal bases for processing personal data:
☒  the data subject has provided consent to the processing for the identified purposes
☒  other
The DPDP Act permits the processing of personal data belonging to data principals for certain legitimate uses. For such uses, a data fiduciary may not be required to provide notice or obtain consent from a data principal. The prescribed legitimate uses under the DPDP Act include:
Where data principals voluntarily provide their personal data to the data fiduciary and if the data principal has not indicated to the data fiduciary that they do not consent to the use of such personal data
For the performance of any function or fulfilling any obligation under any law by government authorities 
For compliance with any judgment, order or decree issued under any law
For responding to a medical emergency involving a threat to the life or immediate threat to the health of the data principal or any other individual
For taking measures to provide medical treatment or health service to any individual during an epidemic, outbreak of disease, or any other threat to public health
For taking measures to ensure the safety of, or provide assistance or services to any individual during any disaster, or any breakdown of public order; and
For purposes related to employment.
Is an identified legal basis required in order to collect or process sensitive personal data?
Last review date: 20 December 2024
Yes
The following are potential legal bases for processing special categories of personal data:
☒  the data subject has given consent to the processing, where consent is measured to a higher standard than for non-sensitive personal data (for example, additional requirement for consent to be "explicit")
☒  other
The information is processed for a lawful purpose connected with a function or activity of the body corporate or any person on its behalf, and
The processing of sensitive personal data or information is considered necessary for that purpose.
The above-mentioned legal bases for processing sensitive personal data are provided under the Privacy Rules. The DPDP Act does not differentiate between sensitive and non-sensitive personal data. Therefore, no additional legal bases are required for the processing of sensitive personal data. 
Are there special requirements that apply to the collection or processing of personal data from minors?
Last review date: 20 December 2024
Yes
In what circumstances do these special requirements apply?
Last review date: 20 December 2024
Generally
Under the DPDP Act, minors or children are individuals under the age of 18.
What are the special requirements that apply to collecting or processing personal data from minors?
Last review date: 20 December 2024
☒  consent must be given or authorized by the parent/ guardian of the minor
☒  other
The DPDP Act imposes the following additional obligations in relation to the processing of personal data of children:
Before processing a child's personal data, the data fiduciary must obtain verifiable parental consent (which includes the consent of a lawful guardian, wherever applicable) in a manner that will be prescribed
Data fiduciaries must not undertake such processing of personal data that is likely to have a detrimental effect on the well-being of a child, and 
Data fiduciaries must not undertake tracking or behavioral monitoring of children or target advertising directed at children.
However, the Central Government may prescribe certain purposes for which (a) to (c) above will not apply.
Information Requirements, Data Subject Rights, Accountability and Governance
What information needs to be included in a privacy notice to data subjects?
Last review date: 20 December 2024
☒  the identity and the contact details of the controller and, where applicable, of the controller's representative
☒  the purposes of the processing for which the personal data is intended
☒  the categories of personal data concerned
☒  the recipients or categories of recipients of the personal data, if any
☒  the security provided to the data
☒  other
Per the Privacy Rules, a body corporate is required to publish a privacy policy on its website that addresses its handling of personal information. Such a policy must contain clear and easily accessible statements of the controller's privacy practices and policies.
Per the DPDP Act, there is no express requirement to publish a privacy policy on its website. Instead, the DPDP Act requires a data fiduciary to give a data principal an itemized privacy notice in clear and plain language at the time of or prior to obtaining consent. A notice is required to be furnished to a data principal, conveying the following information:
the personal data intended for processing and the purpose for such processing
the manner in which data principals can exercise their rights under the DPDP Act
the manner of filing a complaint with the Data Protection Board of India, and
the contact details of the data protection officer or any other person responsible for addressing a data principal’s questions
Notably, such notice is to be made accessible in English or any language specified in the Eighth Schedule to the Constitution of India.
Do data subjects have specific privacy rights that must be operationalized?
Last review date: 20 December 2024
Yes
Data subjects have the following data privacy rights, although the specifics of the scope and conditions for each of these vary depending on the circumstances and local law:
☒  right to access the data subject's own personal data
☒  right to rectify/correct the data subject's own personal data where inaccurate or incomplete
☒  right to erasure of personal data
☒  right to withdraw consent
☒  other
The DPDP Act also provides data principals with the following additional rights:
The right to seek information on all data fiduciaries with whom personal data has been shared, along with the categories of personal data so shared, in one place
The right to seek redressal of grievances from the data fiduciary initially and then subsequently the DPBI, if necessary
The right to nominate another individual who will exercise the data principal's rights in the event of the data principal's death or incapacity
Are there accountability and governance requirements?
Last review date: 20 December 2024
Yes
There are accountability and governance requirements to:
☒  perform and document data protection impact assessments (DPIAs) for high-risk processing:
☒  implement appropriate measures to comply with data privacy and cybersecurity
☒  demonstrate compliance with data privacy and cybersecurity
☒  identify a specific individual as the data privacy contact for data subject or data protection authority inquiries
☒  other
Under the DPDP Act, significant data fiduciaries must appoint an independent data auditor to conduct periodic data protection impact assessments. This process includes describing the rights of data principals, the purpose of processing their personal data, and assessing and managing risks to these rights. The Government of India may provide further details on conducting these assessments in future legislations.
DPOs and Notification Requirements
Is the concept of data protection officer (DPO) recognized in the jurisdiction?
Last review date: 20 December 2024
Yes
Are there circumstances in which it is mandatory to appoint a DPO or similar position?
Last review date: 20 December 2024
Yes
If yes, under what circumstances?
☒  other
Per the DPDP Act, all data fiduciaries are required to appoint a grievance officer or any contact person to respond to a data principal’s questions about the processing of their data.
Further, per the act, every significant data fiduciary is required to appoint an individual as a data protection officer. The Government of India may notify a data fiduciary or classes of data fiduciaries as significant data fiduciaries based on certain factors like the volume and nature of personal data processed.
Where a DPO is appointed, does the DPO have to meet specific requirements?
Last review date: 20 December 2024
Yes
If yes, what are these requirements?
☒  resident in the jurisdiction
The DPDP Act mandates data protection officers to be based in India.
Are there obligations to notify, submit filings to, register with or obtain approval from local data protection authorities to collect and/or process personal data generally?
Last review date: 20 December 2024
No
Data Processors
Are there obligations for controllers to establish controls with respect to data processors?
Last review date: 20 December 2024
Yes
The obligations are as follows:
☒  controllers must only use processors subject to a written agreement that complies with specific requirements
☒  other
Under the DPDP Act, data fiduciaries may engage data processors to process personal data on their behalf only under a valid contract. While the responsibility to comply with the provisions of the DPDP Act lies with data fiduciaries, there are a few indirect compliance requirements for data processors that may be included in the contract between the data fiduciary and data processor. These include:
Protecting the personal data in its possession by taking reasonable security safeguards to prevent personal data breaches
Notifying the DPBI and the affected data principal(s) upon the occurrence of any personal data breach
Restricting the transfer of personal data to blacklisted countries, and
Erasing personal data after the specified purpose of processing is fulfilled and retention is not necessary under any other laws
Are there any direct regulatory or statutory requirements on processors?
Last review date: 20 December 2024
No
International Data Transfer
Are there restrictions on the transfer of personal data to third countries?
Last review date: 20 December 2024
Transfers of personal data to third countries are only permissible if there is a legal basis for the processing/transfer and one of the following applies:
☒  other solutions
Please see the separate question for information on data localization provisions that are not restricted to personal data.
Under the DPDP Act, a transfer of personal data for processing is permitted to any country or territory outside India, except to those specifically blacklisted by the Government of India. The list of countries to whom cross-border data transfers are not permitted has yet to be notified by the Government of India.
Separately, under the Privacy Rules, the transfer of sensitive personal data to a third party (whether located in India or elsewhere) is only permitted if:
The recipient ensures the same level of data protection that is adhered to by the data controller, and
The transfer of sensitive personal data is:
Necessary for the performance of a lawful contract between the collector and data subject, or 
Has been expressly consented to by the data subject
Cookies, Online Tracking and Direct Marketing
Are there specific requirements for the use of cookies and other online tracking technologies?
Last review date: 20 December 2024
No
Although there are no specific laws regulating cookies in India, it is advisable to obtain consent before deploying them. Failure to do so may expose entities to potential liability for damages under various laws in India.
Are there specific requirements related to the use of personal data for direct marketing activities?
Last review date: 20 December 2024
Yes
☒  email marketing
☒  opt-out or implied consent
☒  telephone marketing
☒  prior opt-in consent
☒  SMS/text message marketing
☒  prior opt-in consent
☒  postal marketing
☒  prior opt-in consent
☒  online behavioral advertising targeting/social media targeting/ad personalization marketing
☒  opt-out or implied consent
Data Processing in the Employment Context
Is an identified legal basis required in order to collect or process personal data or sensitive personal data in the employment context?
Last review date: 20 December 2024
Yes
The DPDP Act permits the processing of personal data for certain "legitimate uses" without obtaining the consent of the data principals. The specified legitimate uses include processing for purposes related to employment or for safeguarding the employer from loss or liability such as prevention of corporate espionage, maintenance of confidentiality, intellectual property, classified information, or provision of any service or benefit sought by a data principal who is an employee. Therefore, so long as the processing is "necessary" for purposes of legitimate use, an employer may process personal data without obtaining the employee consent.
Can consent be validly obtained in the employment context?
Last review date: 20 December 2024
No
Under the DPDP Act, consent may not be required for processing personal data of employees, where such processing is for purposes of employment or for safeguarding the employer from loss or liability.
Has the data privacy regulator issued guidance on use of artificial intelligence, automated decision making or profiling in an employment context – for example, relating to use in employee monitoring or hiring?
No
Artificial Intelligence, Profiling and Automated Decision Making
Are there any restrictions or requirements related to creating profiles of data subjects or utilizing automated decision-making for decisions related to data subjects, including with respect to artificial intelligence? 
Last review date: 20 December 2024
No
If such restrictions or requirements exist, are they subject to any exceptions?
Last review date: 20 December 2024
N/A
Has the data privacy regulator issued guidance on data privacy and artificial intelligence, automated decision-making or profiling?
Last review date: 20 December 2024
No
Has the data privacy regulator taken enforcement action in relation to artificial intelligence, including automated decision-making or profiling?
Last review date: 20 December 2024
☒  No enforcement activity to date
Do other (non-personal data  or cybersecurity) laws or regulations impose restrictions on use of artificial intelligence, automated decision-making or profiling?
Last review date: 20 December 2024
☒  Proposal for legislation or regulation at an early stage
The Ministry of Electronics and Information Technology (MeitY) has proposed enacting the Digital India Act which is expected to replace the Information Technology Act, 2000. MeitY has indicated that guidelines may be formulated for new-age technologies, including Artificial Intelligence. However, a draft of the proposed Digital India Act has not yet been released to the public.
Data privacy and cybersecurity in a transactional context
Has the data privacy authority issued any guidance on data privacy compliance in the context of transactional activity (including, but not limited to, share sales, asset sales, reorganizations or spinouts)?
Last review date: 20 December 2024
No
In the context of an asset sale (the sale of a separate business unit as a going concern), does the acquiring entity inherit liability for pre-acquisition data privacy or cybersecurity breaches (connected with the assets that are the subject of the asset sale)?
Last review date: 20 December 2024
Unclear
If so, how would any regulatory fines be calculated?
Last review date: 20 December 2024
☒ Based on a metric other than those outlined above
Under the DPDP Act, the monetary penalty will be determined by the DPBI, taking into consideration the following factors:
the nature, gravity, and duration of the breach
the type and nature of the personal data affected by the breach
repetitive nature of the breach
whether the person, as a result of the breach, has realized a gain or avoided any loss
whether the person took any action to mitigate the effects and consequences of the breach and the timeliness and effectiveness of such action
whether the financial penalty to be imposed is proportionate and effective, considering the need to ensure compliance with the Act and deter breaches, and
the likely impact of the imposition of the financial penalty on the person
In the context of a share sale (where the acquiring entity acquires 100% of the shares of a target company), does the acquiring entity inherit liability for pre-acquisition data privacy or cybersecurity breaches (connected with the target company)?
Last review date: 20 December 2024
Unclear
If so, how would any regulatory fines be calculated?
Last review date: 20 December 2024
☒  Based on a metric other than those outlined above
Under the DPDP Act, the penalty will be determined by the DPBI, taking into consideration the following factors:
the nature, gravity, and duration of the breach
the type and nature of the personal data affected by the breach
repetitive nature of the breach
whether the person, as a result of the breach, has realized a gain or avoided any loss
whether the person took any action to mitigate the effects and consequences of the breach, and the timeliness and effectiveness of such action
whether the financial penalty to be imposed is proportionate and effective, considering the need to ensure compliance with the Act and deter breaches, and
the likely impact of the imposition of the financial penalty on the person
Security Requirements and Breach Notification
Do data privacy laws or regulations impose obligations to maintain information security controls to protect personal data from unauthorized access or processing?
Last review date: 20 December 2024
Yes
☒  general obligation to take appropriate / reasonable technical, physical and/or organizational security measures
☒  obligation to take specific security measures e.g., encryption
The DPDP Act requires data fiduciaries to protect personal data being processed by them or by data processors on their behalf and take reasonable security safeguards to prevent a personal data breach. While the DPDP Act does not prescribe any security standards as of yet, the Privacy Rules require the information security protocol and policies to be in line with the International Standard IS/ISO/IEC 27001. Accordingly, entities may implement the ISO 27001 standards or other equivalent security standards for data protection.
Do other laws or regulations impose obligations to protect systems from cyberattack?
Last review date: 20 December 2024
☒  financial services requirements
☒  providers of critical infrastructure
If yes, please provide brief details of the relevant law or regulation.
Apart from the broad obligations to report cyber security incidents under the Cyber Security Directions, various sector-specific regulators such as RBI, SEBI and IRDAI, among others, have imposed compliance obligations on regulated entities to adopt cyber security and cyber resilience measures.
Has there been regulatory activity – including enforcement action, investigations, regulatory guidance or other public statements by the regulator – relating to cybersecurity by the following regulators in the last 12 months? 
There has not been any significant regulatory activity related to cybersecurity in the last 12 months.
Does data privacy or cybersecurity law impose obligations to make notifications about personal data security breaches?
Last review date: 20 December 2024
Yes
Per the DPDP Act, a personal data breach includes any unauthorized processing of personal data or accidental disclosure, acquisition, sharing, use, alteration, destruction of or loss of access to personal data, that compromises the confidentiality, integrity, or availability of personal data. The DPDP Act requires a data fiduciary and data processor to inform each affected data principal as well as the DPBI, in case of a personal data breach. The DPDP Act prescribes reporting for all types of personal data breaches, regardless of the sensitivity of the breach or its impact on a data principal. The form and manner of reporting, the materiality threshold, and the timeline for reporting have yet to be prescribed.
Further, the Cyber Security Directions mandate entities to report cyber security incidents to the India Computer Emergency Response Team (CERT-In) within six hours of noting such incidents or being notified of such incidents. The Cyber Security Directions have listed certain "cyber security incidents," including "unauthorized access of IT systems or data," that must be mandatorily reported by entities to the CERT-In.
Therefore, once the implementation of the DPDP Act is clarified, all entities would be required to follow a dual reporting in the event of a personal data breach, both to the CERT-In and the Data Protection Board of India.
Controllers/Owners have to notify:
Last review date: 20 December 2024
☒  data protection authorities
☒  cybersecurity authorities
☒  affected individuals
☒  other
Please refer to our response to "Does data privacy or cybersecurity law impose obligations to make notifications about personal data security breaches?" and "Are there any additional sector-specific or non-personal data security breach notification requirements?"
Processors/Agents have to notify:
Last updated: 20 December 2024
☒  controller/ owner
☒  cybersecurity authorities
☒  others
Please refer to our response to "Are there any additional sector-specific or non-personal data security breach notification requirements?"
Are there any additional sector-specific or non-personal data security breach notification requirements?
Last review date: 20 December 2024
Yes
☒  cybersecurity authorities
☒  financial services requirements
☒  other
If so, please provide brief details of the relevant law / guidance and indicate which body/bodies must be notified of the breach.
Under the IT Act and the Cyber Security Directions, service providers, intermediaries, data centers, government organizations, and body corporates are required to report certain kinds of cybersecurity incidents (including data breaches) to the CERT-In. The Cyber Security Directions mandate that cyber security incidents be notified to the CERT-In within six hours of detecting or being notified of the incident using the prescribed format.
There are also various sector-specific reporting obligations that apply to entities in the financial services sector. For instance, every bank is required to report the occurrence of any cyber security incident or incident pertaining to information security (whether or not successful) to the RBI, within two to six hours of its detection, in the prescribed format. Similarly, insurance companies must report cyber-security incidents to the Insurance Regulatory and Development Authority of India (IRDAI) within 48 hours of their detection.
Details regarding the identified data security breach notification requirements
As per the CERT-In Rules, "cyber security breach" is the unauthorized acquisition or unauthorized use by a person as well as an entity of data or information that compromises the confidentiality, integrity or availability of information maintained in a computer resource.
Similarly, regulations issued by the RBI do not specifically define the terms "cybersecurity incident" or incident pertaining to information security. However, the following incidents have been identified as examples of reportable events:
Outage of critical IT system(s)
Distributed denial of service (DDOS)
Ransomware/cryptoware attacks
Data breach or destruction
Website defacement
Theft or loss of information
Outage of infrastructure
Data localization and regulation of non-personal data
Are there data localization/data residency or other types of laws that may require the retention and storage of data in the local jurisdiction, or prohibit the transfer of data out of the jurisdiction?
Last review date: 20 December 2024
Yes
While the DPDP does not provide specific data localization requirements, it recognizes sector-specific laws that may have requirements to localize different categories of data, which may include personal data.
☒  Other laws that may require the retention and storage of personal data (including, for example, where such data is part of another type of record or dataset) in the local jurisdiction or otherwise prohibit the transfer or disclosure of the personal data outside of the local jurisdiction:
☒  tax or financial record laws
☒  other
As per a notification dated 6 April 2018 issued by the Reserve Bank of India (RBI), India's central banking regulatory, all licensed banks and payment system providers must ensure that all data relating to payment systems operated by them are stored in a system located in India. Such data includes full end-to-end transaction details and any information collected, carried, or processed as a part of a message or payment instruction. The notification, however, clarifies that where a transaction has a foreign element, data pertaining to such transaction may be stored in the relevant foreign country in addition to being stored in India.
Further, the Securities Exchange Board of India (SEBI) has issued an advisory for financial sector organizations such as merchant banks, credit rating agencies, STP service providers, debenture trustees, depositary participants, and other financial institutions that use Software as a Service (SaaS) based solutions for managing their governance, risk and compliance functions. Per this advisory, certain critical data sets such as credit and liquidity risk data, market risk data, system and sub-system information, supplier information, system configuration data, audit/internal audit data, network topography and design, are required to be stored in India.
More recently, the SEBI has issued a Framework for Adoption of Cloud Services by regulated entities. Under this framework, if regulated entities engage cloud service providers to conduct their business functions and if data pertaining to regulated entities is on the cloud in any form, the same is required to be stored within the legal boundaries of India. However, if the regulated entity has a foreign parent entity, the original data can be made readily accessible in India, i.e., a copy of such data that is on the cloud may be stored abroad.
Separately, the Insurance Regulatory and Department Authority of India (Maintenance of Insurance Records) Regulations, 2015, require insurance providers to store data related to policies and claim records of insurers to be stored on systems in India (even if this data is held in an electronic form).
Additionally, while Section 128 of the Companies Act, 2013 requires every company to prepare and store books of account, other relevant books and papers, and financial statements at its registered office for each financial year, on 5 August 2022, the Ministry of Corporate Affairs amended this rule so that all such relevant books and papers maintained in an electronic mode should remain accessible in India, at all times.
Further, the Ministry of Electronics and Information Technology's directions on information security practices, procedure, prevention, response and reporting of cyber incidents dated 28 April 2022 (in force since 28 June 2022), read with the frequently asked questions released on these directions, require service providers offering services to users in the country to enable and maintain logs and records of financial transactions within India.
Does law or regulation impose mandatory requirements to share or make accessible non-personal data?
Last review date: 20 December 2024
☒  Obligation for private organizations to share or make accessible other non-personal data
If so, please provide brief details of the relevant law or regulation.
There is no overarching law requiring the sharing of non-personal data across sectors. However, certain sectoral regulators may require regulated entities to share or make accessible non-personal data relating to regulated activities.
What specific obligations do these data-sharing rules impose on private organizations?
Last review date: 20 December 2024
Obligation to share data on request
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