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6. What are the potential consequences for breaching financial services rules on cloud outsourcing?
If a financial institution does not comply with the regulatory requirements applicable to it, the National Banking and Securities Commission (CNBV) can request that the institution terminate the contractual relationship with the cloud service provider. It can also potentially impose administrative sanctions on the financial institution (these sanctions will be determined by the authority on a case-by-case basis and may vary depending on the severity of the breach).
In addition, from a privacy perspective, not complying with the requirements set forth by the Federal Law for the Protection of Personal Data Held by Private Entities ("Ley Federal de Proteccion de Datos personales en Posesión de los Particulares") could result in the imposition of a fine on the data controller. See the response to the question on data privacy and/or data security laws for more information.
©Copyright © 2026 Baker & McKenzie. All rights reserved. Ownership: This documentation and content (Content) is a proprietary resource owned exclusively by Baker McKenzie (meaning Baker & McKenzie International and its member firms). The Content is protected under international copyright conventions. Use of this Content does not of itself create a contractual relationship, nor any attorney/client relationship, between Baker McKenzie and any person. Non-reliance and exclusion: All Content is for informational purposes only and may not reflect the most current legal and regulatory developments. All summaries of the laws, regulations and practice are subject to change. The Content is not offered as legal or professional advice for any specific matter. It is not intended to be a substitute for reference to (and compliance with) the detailed provisions of applicable laws, rules, regulations or forms. Legal advice should always be sought before taking any action or refraining from taking any action based on any Content. Baker McKenzie and the editors and the contributing authors do not guarantee the accuracy of the Content and expressly disclaim any and all liability to any person in respect of the consequences of anything done or permitted to be done or omitted to be done wholly or partly in reliance upon the whole or any part of the Content. The Content may contain links to external websites and external websites may link to the Content. Baker McKenzie is not responsible for the content or operation of any such external sites and disclaims all liability, howsoever occurring, in respect of the content or operation of any such external websites. Attorney Advertising: This Content may qualify as “Attorney Advertising” requiring notice in some jurisdictions. To the extent that this Content may qualify as Attorney Advertising, PRIOR RESULTS DO NOT GUARANTEE A SIMILAR OUTCOME. Reproduction: Reproduction or copying of the Content on this Site without express written authorization is strictly prohibited.

https://resourcehub.bakermckenzie.com/en/resources/cloud-compliance-center

www.bakermckenzie.com	Copyright 2021	2
image1.png




image2.png
McKenzie.




image3.svg
                


